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ORIGINAL EMAIL

The original email arrived in my Junk folder, marked as spam by my ISP. Loaded with typos, unsolicited, purporting to be from a big-shot at a huge
corporation, etc. Just another pox-laden scam.

From the Desk of Dr Ashley Almanza
Chief Finance Director,

B- G Group.

United Kingdom.

March 10 , 2008.

Dear Friend,

I am Dr. Ashley Almanza,Chief Finance officer of the BG group, a multinational oil and natural gas firm with head quaters in Berkshire United
Kingdom. | will need your sincere assistance to execute a very important business deal, i dont know how convenient this proposal will be for you but

i just hope you would find a slot for it amidst your own regular business schedule even though i know that it is going to be worthwhile considering

what you stand to get.

If i can confide in yo u, there was a delibrate over - invoiced contract awarded by my company to a foreign firm, the contract has been duely completed.
The original beneficiary has been paid his total due (£42.5million) while the over - invoiced amount of £2.7million is still lying undocumented and
unclaimed. As the chief Finance officer of the company i was able to evolve a legally oriented plan with which i can move thi s fund from the

company's account for my personal investment in your country if possible.

Owing to this, i wish to use your corporate identity to facilitate the transfer of this fund into any account which you may wish to provide. All
documentation to legalise and authenticate the claim in your name as the beneficiary will be genuinely secured by me. | assur eyouth atthereis
absolutely no risk involved.

Please do inform me of your interest so that we can negotiate the percentage of the money that will be for you for your invol vement while you advise
me as regards the most viable investment plan for me with my own part of the fund in your country.
Note: This deal must be treated with utmost secrecy in the nterest of both parties atleast until the money hits your bank acc ount. Do forward your

most private phone number so that i can call you for further briefing.
Your prompt response will be highly appreciated.
Thanks

Dr Ashley Almanza,


http://www.roguegerbil.com/

CFD BG Group.

| HECKLE THE SCAMMER

Hey, he gave me an email address to reply to, so | did.

Strictly a scam, you mean.... Begone with you!!!

TERSE REPLY GETS LONG BICKER
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Dear Ken,

If this proposal is not convenient for you, maybe because you are dwelling in poverty and has never been exposed to such a on cein a life time

opportunity, then its understandable but If you think this is a scam, then you are just letting this opportunity slip away from you out of ignorance.

This is not the first time i am executing such a deal, only that my partner in switzerland was becoming greedy to ask for 30% of the money instead of
the usual 15% i normally give him for his assistance. So i contacted you because i was trying to prove to him that i can get somebody who wil | even

accept 10% and be grateful but that doesn't mean i can't still go back to him if no other means works out.

My dear friend, you might never get such an opportunity again in your life, if you are still not convinced, all you need to do is tell me wha tyou
need to prove that i am for real( picture, I.D Card) or maybe my private phone number if you want to call me to confirm.

I w ill give you another chance to think about this but if you are not still okay with the proposal, then there is no need to wor ry i still have my
options.
Await your repsponse

Dr. Ashley.
CFD BG Group.
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Sir,

You present me with strong arguments. | am now listening to what you have to say. Please email me a legible copy of your I.D. card. That would work
nicely.

Ken
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Hello,

| replied to your earlier email three days ago. | have heard nothing from you since.

Is it possible | was right in the first place? Or, are you having a hard time figuring out how to fit your license in the flo

| eagerly awa

Ken

it your most earnest and sincere reply.

AH, THE FISH IS BACK

ppy drive for copying?

And with an excuse, no less.

Dear Ken,

| am sorry for the delay, we have actually been on a conference but i am back now.

Please can you provide your number so that i
Regards

Ashley

can call you for some explanation.
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Dr. Alimanza,

You promised me that you would send me an ID if | asked for one. | did ask, and I'm *still*

of identity will | consider giving you my phone number.

Ken

OF PROMISES AND EXCUSES
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waiting for you to email it! Only after you send me proof
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Dear Ken,

Please sorry for the delay again, but i promise i will be available from now.

As soon as my secretary

Regards

~
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is back, she will help me to do the attachemnt of my I.D so i can send it to you.
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ONE FORGERY, COMING UP!

Well, he sent the ID card, and what a counterfeit it is.

B-G GROUP

THAMES VALLEY PARK. READING RG6
IPT. BERSKHIRE.UNITED KINGDOM.

IDENTITY CARD NO. 003

Name: DRASHLEY ALMANZA
Status: CHIE FINANCE DIRECTOR

Nationality: _BRITON

Date of Issue: %—1@3—
Holders Sign: 4 R \SHLEY ALMANZA (CFO)
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Hm. Very interesting. I'm 100% certain it's a fake. | won't tell you how | know, but it's not real. Did you really spend the last few days making
this up?
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together a quiz, and email it to the fake Ashley.
Dr. Almanza,
| apologize for my earlier rudeness.
| realized a short while ago that | was approaching things the wrong way. Instead of an ID, which can be forged, | should put together  alist of
questions for you.
| did some online research, and have come up with a quiz. If you can answer all these questions correctly, then I'll know you really are Dr. Ashley

Almanza.



Here's the quiz:

1. What was the date of your appointment as CFO of BG Group?
2. What was your total salary, including bonuses and other emoluments, for 2003?
3. What is your highest level of post - secondary education?
4. Where was that education obtained?

5. What was your total salary for fiscal year 2006?

6. What is the nam e of the man you replaced as chairman of the FD Hundred Group?

7. When was that change announced?

8. What statement did you make about Metrogas in 2003?

9. In July of last year, you announced that BG Group's production of gas and condensate was reduced. Ho

10. What year was the company founded?

Since these are questions about things you should know, it shouldn't take very long to answer them, so please get back to me
doubts will continue to hold sway.

Ken

QUIZ GETS ANSWERED

w much of a reduction was there?

quickly. Otherwise, my
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victim on me. (Answers are highlighted by the author.)

Answers

Here's the quiz:

1. What was the date of your appointment as CFO of BG Group? AUGUST 2002

2. What was your total salary, including bonuses and other emoluments, for 2003? PERSONAL

3. What is your highest level of post - secondary education? MBA

4. Where was that education obtained? LONDON BUSINESS SCHOOL

5. What was your total salary for fisca | year 2006? PERSONAL

6. What is the name of the man you replaced as chairman of the FD Hundred Group? ANDREW

7. When was that change announced? SAME 2002

8. What statement did you make about Metrogas in 2003? IN WHICH PARTICULAR OCCASSION
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9.InJuly o f last year, you announced that BG Group's production of gas and condensate was reduced. How much of a reduction was there? 85 -9%
10. What year was the company founded? 1997

I CAN THERE IS NO TRUST. IF YOU CANNOT DO THE TRANSACTION, | WILL MOVE FORWAR D.

BUT THE ANSWERS ARE SOMEWHAT LACKING

If | were grading for sheer audacity, maybe Ashley would have fared better. Since | was aiming for accuracy, a trait I would hope for in anyone who
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Actually, you didn't pass the quiz. The corrected version is below.

Ashley Almanza wrote:

> Answers
>

> Here's the quiz:

z 1. What was the date of your appointment as CFO of BG Group? AUGUST 2002

Partial credit. | asked for the date, not just the month and year.

> 2. What was your total salary, including bonuses and other emoluments, for 2003? PERSONAL
Incorrect. Not personal, but a matter of published and publicly available data.

> 3. What is your highest level of post - secon dary education? MBA

Correct.

> 4. Where was that education obtained? LONDON BUSINESS SCHOOL

Correct.

> 5. What was your total salary for fiscal year 2006? PERSONAL

Incorrect. Not personal, but a matter of published and publicly available data.

> 6. What is the name of the man you replaced as chairman of the FD Hundred Group? ANDREW
Incorrect.

> 7. When was that change announced? SAME 2002

Incorrect.

> 8. What statement did you make about Metrogas in 2003? IN WHICH PARTICULAR OCCASSION
Partial credit. I'll make it easier: Who is Metrogas, and what happened to them in 2003?

> 9. In July of last year, you announced that BG Group's production of gas and condensate was reduced. How much of a reductio n was there? 8.5 - 9%
Incorrect.

>10. What year was the company founded? 1997



Incorrect.

Your total score for this quiz is 40%, which is a failing grade. If you were really Dr. Aimanza - and you're not - | would not want you on the
management team for BG Group.

>| CAN THERE IS NO TRUST. IF YOU CANNOT DO THE TRANSACTION, | WILL MOVE FORWARD.

| don't trust you, and no one else should.

You are a special class of liar, one who thinks he can argue his way out of a lie after he's been caught. You were caught thr ee times:

1. When you sent a | ying email from a free email server.

2. When you sent an obviously forged company badge.

3. When you couldn't answer all the questions - all of which | found from public and credible sources online - and then tried to put the blame on me
for not trusting y ou.

There never was any trust. This was all about exposing you. | will surely report you to the authorities.

Ken

THE LAST WORD
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emphasize it anyway. Maybe senor the liar will sleep a little more restlessly as a result.

Oh, and when | said "authorities" earlier, | meant the ones in Nigeria, where you live.

PHASE THE SECOND
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Dear Dr. Almanza,

A friend sent me your email about the BG Group investment opportunity. | was so excited when | saw it!

I'm always looking for good ways to improve my investments. What can | do to he Ip you?
Sincerely,

Mischa

THE DOCTOR IS IN
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Dear Mischa,
Firsti want to thank you for your interest in assisting me in this transaction even though it was supposed to be a confidential deal between me and
your friend but i think he must have so much confidence in you to get you involved in the deal.

The assistance y ou have to profer in this deal is providing a corporate name and a bank account in which i can transfer a deibrately over inv oiced
contract sum from the BG Group.

This deal is supposed to fetch us £2.7million on completion which is over US$5 million. You will agree with me that this is quite a huge sum and for
this i need be sure that you have a corporate identity whose financial strength can be associated with such an ammount to avo id any guestions from
the authorities over there as to how you were able to get the money.

In this regard, i would need the following information from you.
Company Name

Private phone number.

I shall call you for further briefing once you confirm these.
Thanks for your anticipated co - operation

Dr Ashley

CFD BG Group.

THE LAMB SMELLS BLOOD
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Ashley took his sweet time getting back to me. Bad form, but typical for him.

Dr. Alman za,

Thank you so much for responding. | was disappointed that it took so long. | thought perhaps | had missed out on this great o pportunity!
All my investments are handled through a broker. | can give you his contact information, if that is how you want to proceed.

Sincerely,

Mischa

IS THE WOLF FEELING A LITTLE SHY?

That third party business in the form of a broker has Ashley a little nervous. Cuz brokers are smart, and yur dum.

Dear Mischa,

Thanks for yor concern, and sorry for the delay in getting back to your previous email, i actually took a trip for the easter holiday.

| want you to understand that the reason why i enquired for your company information was just to ascertain that you can handl esucha huge transfer
without any questions from the authorities and atleast for utmost secrecy and confidentiality which i have always lamented on to be maintaned in this
deal, i don't think i am ready to accomodate a third party so there wont be any need contac ting your broker, it has to be a direct business deal

between me and you.

If your friend actually gave you the original master plan of this deal, you will agree totally with what i am saying. If you know you can handle this
deal secretly like i mentioned without involving anybody no matter how close, then i think we can move ahead.
I would like to speak with you immediately so please forward your private phone number so that i can call you for a brief fam iliarization before we

move ahead.



| await your r esponse

Dr. Ashley Almanza.
CFD. BG Group
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Dr. Almanza,

| guess there's some confusion on my part, so please bear with me while | try to understand.

Thanks to som e good investments when | was younger, | have a net worth of about $1.5 million USD. But | do not directly manage all those i nvestments.

They are handled by my broker.

The reason | suggested you contact my broker is because you asked for a company name. | don't operate a separate corporation. You can call me at 866 -

791 - 9240 to discuss things. You might have to wait about half a minute to me to pick up. Connections in Alaska are sometimes very flaky!

Sincerely,

Mischa

ANOTHER DELAY
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Dr. Almanza,
| never heard from you. Did you call m y number? Do you have a number | can call you at?
Sincerely,
Mischa
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Dear Mischa,

i was wondering if you actually received my email today, cause i am still yet to hear from you. i have called you a couple of time today, yet you
didnt pick up and i was able to leave a message any way.

Please try and in touch as soon as possible as we dont have to continue wasting time. my number just for re - confirm ation is +447924020842.


http://www.roguegerbil.com/?p=10

Once again, i await your response.

Dr. Ashley Almanza.
CFD. BG Group

DARN THIS TECHNOLOGY

Phone troubles get in the way of the best opportunities. How can we make this work?

Dr. Almanza,
This is very strange. | received no ¢ alls, and didn't get any voice mail. I've now tried the number you emailed me several times, but haven't been
able to get through. Every time | try calling, the phone starts to ring, then it sounds like someone picks up the phone, but all I hear is weird

clicking sounds.
Since we're having so many problems with the phones, is there anything | can do in the meantime? What can | do to help?
Sincerely,

Mischa

OUT OF ORDER

In his previous email, Ashley alluded to an email he had sent earlier in the day. It now appears in my inbox.
Dear Mischa,

| did call you yesterday a couple of times but the phone rang and nobody picked up and there was no voice prompt for me to le ave a message. | dont
know the appropriate time to reach you but you can call me on my priv ate line +44 7924020842 any time.

| await you call.

Thank
Dr. Ashley
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Mishca, | have a feeling that the number you sent me is wrong. 1 866 791 9240.
Please confirm this.

BORED, BUT WILLING TO PLAY ALITTLE LONGER
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hope | shave a couple of years off this guys heart, if he has one.



Dr. Almanza,

Oh dear, that's my broker's number! | was thinking so much about discussing the money transfer that | must have typed his num ber by mistake. | think
that will be okay, though. | decided to talk with him about the transfer, and gave him your number. Did he call you yet?

Sincerely,

Mischa
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and Ashley disappears during those. It may be a bit of a wait before he responds.

Mischa,

Your voice mail says alex, and i left a message.

Well we can continue with the application process while you stat e the time within which it is possible to get you on phone. Moreover my phone is ok

unless there is a bad connection.
| am going in for a meeting now, when i come out, | will write you fully on how i will move on.
Bye for now.

Ashley

THE ESSENCE OF INNOCENCE
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Dr. Almanza,
| just received this message. Is something wrong with your company's email service? Messages keep showing up o ut of order!

As | mentioned in my previous email, | accidentally gave you my broker's phone number. His name is Alex Smirnov. After | told him about my emails
with you, he got very excited. | think he might want to work with you too!

Don't worry that | t old him about "our secret". He's a very trustworthy man. | think | told you he helped build my portfolio?

There is some sad news for me, though. The reason my calls weren't connecting is because my phone was dying. The phone store has ordered a
replacemen t, but | won't have it till the middle of next week.

In your email, you said something about an application. Maybe you could email it to me, while we wait for the new phone to co me in?
Sincerely,

Mischa



DEAD AND GONE

Looks like the good Gloctoréhas given up on Mischa. Very sad. She® such a trusting and gentle woman. Worth a lot of money, too. Time to let Ashley in on
the real secret. J
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