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SCAM ANALYSIS
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ORIGINAL EMAIL

The original email arrived in my Junk folder, marked as spam by my ISP. Normally, | would usually just delete it, but the grammar and sentence structure
of OEA AT AU 1 £ OEA Al AEl xAO AAOGOAO OEAT AOAOAGh®BOKk&E K ) OET OCEO )B8A DI £

HEADER NOTES

From - Thu Mar 06 08:41:23 2008
X- Account - Key: account2

=

Return-path changed to protect the innocent.

X- UIDL: UID7880 - 1107739111 2. Envelope-to and To fields changed to protect me. o o
X-Mozilla - Status: 0000 3. 4EA T AT A 05000i A 3A1 OEAOAI 6 ET OEA
x mg;:::g ; Eg;‘_sz: 00000000 email address (which did match the email address in the Return-path field).
Return - path: <XXXXXXXXX@XXXXXX - XXXXX.XXX> el ET OAOAOOE] G EO OEAO CIITCIEIC 4
En\{elope - 10 XXX @ XXXXXXXXXX X XXX whatsoever.
gg'clgvrgd. f—rgs}?&j?:c,oof '\gjrrh%g%ﬁ Ogéigfn(; com ((10.1 2301001] 4. The mebtel.net IP address block is 64.40.64.0-64.40.95.255, while the IP
helo:impi'ncol_youprhostir'éaccount_gom) ' . address 99.\195.29.\1&20 pelong‘s toan|P addres§ b\logk'own'ed'by centu [y,telinet. )
by mailscan07.yourhostingaccount.com with esmtp (Exim) 5. ISP spam [II 0 AAO 60 Al AC QA A OEEO AO ODAI h A
id 1JXGHg - 0008EV- Ed OOAOOAT OEAOA OEAO AT Al UOEO8 31 h xAEC

fOr XXX@XXXXXXXXXXX.XXX; Thu, 06 Mar 2008 08:37:30 - 0500
Received: from kiddhomepc.mebtel.net ([99.194.29.180])

by impinc01.yourhostingaccount.com with NO UCE

id xpdW1Y0033tA2Z70200000; Thu, 06 Mar 2008 08:37:30 - 0500
X- EN- OriglP: 99.194.29.180
X- EN- IMPSID: xpdW1Y0033tA2Z27020000 O
Message - ID: <001701c87f65$50dd1630$019dfdfc@kiddhomepc>

From: "Ursula Santharam" <xXXXXXXXX@XXXXXX - XXXXX.XXX>
TO: "XXX" <KXXX@XXXXXXXXXXX.XXX>
Date: Thu, 6 Mar 2008 08:37:30 - 0500

MIME Version: 1.0
Content - Type: text/plain;


http://www.roguegerbil.com/

format=flowed,
charset="UTF - 8"
reply - type=original
Content - Transfer - Encoding: 7bit
X- Priority: 3
X- MSMail - Priority: Normal
X- Mailer: Microsoft Outlook Express 6.00.2720.2963
X- MimeOLE: Produced By Microsoft MimeOLE V6.00.2720.2963

Subject: Spam: Transactions specialist - flexi -ti me contract hire

BODY NOTES
An international investment company is looking for communicative and . . . P .
skillful individuals to join t he Receivables Team of our Finance & 1 'I:here Qre..cqup.le oan]mQr,gran]m,atlcal eirrorg and one bit of QU!I’kIHES?. I flad
Infrastructure Group in the United States onpart -timebasis . This or 111 e Ol Ol ’A OA O,A,OA ob8 ) £ AU OOEI C
position involves monitoring and processing of our company's funds. Your specifE A Ol OEEO DBl OEOEI I h OAAI x| OE x
dutles_wnl not involve any direct client interaction, and_you will be _ ) AT AOT 80 1 AEA OAT OA AO AEOEA Orhefoveidlh O Z
reportin g to the Receivables department manager in Russia . We are looking . . .
for numerate individuals who are also able to multi - task efficiently in a structure is decent; enough so to sound at least somewhat professional.
team. Relevant previous experience and/or education is a plus, but not a 2. Redflags exist, though: RussiA6 O CI O A AAEOI U AAA O
prerequisite. The position is entirely home - based, and no relocation is iTTAU 1 AOT AAOE] C C T ET C T1 OEAOA n OF
required  from the successful candidate . This role does not involve any t th | f tti Ki t ical® et
fixed working hours and is suitable for senior citizens or self - employed account, e_average S‘.a ary .OI’ part-ime work 1s ?S _ronomlca e )
individuals. Estimated average salary starts from $3,000.00 per month ) 3. One other bit o]‘ screwiness is the.fla’t-put conj:rgdlgtlpn’ betwegq th.e @) Al Ao
ordert iy for the post " S resident involveany £E dAA x1 OEET ¢ ET 0006 AT A OAA ¢
n order to qualify for the position, you must be a permanen residen ~ T AANA A A Ni A = e A T A “ T AE T T
aged 21 and above and have a verifiable personal/business banking El O 006 OAOI 68 4EAOASO 11 AAREET HIDET 1
relationship with a US bank. Since most communication with the head considered the regular ones. o
office will be via email/fax/phone, you should have reliabl e access to 4. 10 xA xEil OAARALDERA OAD GDECORDAA Al IA B
these facilities and be reachable during regular business hours. substance.
To apply for this position or to request additional information on our 5. )0A | EE A Ol _E Pl ox x EAO I OE A o _’CEI oro |
company, please contact us at career.baikalinvest@gmail.com Please make only two | can think of, outside of those listed, would be snail mail and express
sure to provide your contact phone number. delivery services, like DHL.

Please note that only applicants under serious consideration will be
contacted.

| EXPRESS MY INTEREST

| want to show my interest, but not using my real account z the one the original spam was sent to z because | use that for real life communication all the
time.Fl 11 1T xET ¢ OEA OAAI I A08O 1 AAAh ) OAO Ob A EOAA Ai AEl AAAT O1 08

BODY NOTES

HI, 1. Inany other part of the business universe, no one would take this seriously: a

I'm really interested in the "tran sactions specialist” position you free account; an obviously bogus name, which should really stand out when



emailed me about. I'd like to know more about the position, but I'm a

little nervous about giving you my phone number right away, so could you
please email me some more information about the position?

Here's some personal information, so you know I'm not fooling with you:
Full name: Mort A. Della

Email: gimme.cheese@yahoo.com

Gender: Male

Birth year: April 1, 1985

Mailing address: 123 Demographics Lane

City: Nome

State: Alaska (AK)

Zip: 99762

I look forward to hearing fr om you!
Sincerely,

Mort
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| GET A RESPONSE

| figured the likelihood of getting a response was pretty small. | was pretty surprised, then, to get a reply.

HEADER

NOTES

From Alex Smirnov Fri Mar 7 02:20:49 2008
Return - Path: < employment.baikalinvest@gmail.com >
Authentication - Results: mta354.mail.mud.yahoo.com from=gmail.com;
domainkeys=pass (0k)
Received: from 72.14.246.243 (EHLO ag
(72.14. 246.243)
by mta354.mail.mud.yahoo.com with SMTP; Fri, 07 Mar 2008 02:20:50 - 0800
Received: by ag - out - 0708.google.com with SMTP id 35s0403494aga.11
for <gimme.cheese@yahoo.com>; Fri, 07 Mar 2008 02:20:49 - 0800 (PST)
Received: by 10.100.194.17 with SMTP i d rl7mr2708514anf.51.1204885249458;
Fri, 07 Mar 2008 02:20:49 - 0800 (PST)
Received: by 10.100.151.16 with HTTP; Fri, 7 Mar 2008 02:20:49 - 0800
(PST)
Message - ID: <fec5f1740803070220j334d1ee5y1h6e298d3ad5d120@mail.gmail.com>
Date: Fri, 7 Mar 2008 05:20:49 - 0500
From:" Alex Smirnov "< employment.baikalinvest@gmail.com >
To: gimme.cheese@yahoo.com
Subject: Baikal Investment, Inc
clerk/associate positions
MIME Version: 1.0
Content - Type: multipart/alternative;
boundary=" ---- = _Part_4 355 12959624.1204885249436"
Content - Length: 12651

- out - 0708.google.com)

.. information on receivables

The quick response to my email is coupled with a quick change in email
addresses. Obviously the career.baikalinvest@gmail.com address has already
been reported and shut down.

I also have a couple of names to work with, too: a company, and a person. |
doubt either one of them are real.



mailto:career.baikalinvest@gmail.com

BODY

NOTES

Dear Mort,

Thank you for your interest with the part
our company.

- time openings available with

Baikal Inves tment, Inc. ( www.baikalinvest.com ) is one of the leading

Russian financial services companies specializing in offering tailored 2.

financial solutions to institutional clients and high net worth

individuals all over the world. Our sophisticated quantitative a

and use of advanced trading techniques including financial derivatives

enables us to deliver superior absolute returns to our clients. We are

licensed and supervised by the Russian Federal Financial Markets Service
(please refer to our website for the certified copies of our professional
licenses).

pproach

We offer you to join our team of talented and motivated professionals to 3.

provide superior service to our US clients in the position of Receivables
Clerk/Associate. The essence of this role is to ensure f

processing of client funds received domestically in the US to our managed
brokerage accounts in Russia.

The position on offer is commission
expected to dedicate 2 - 6 hours per week to your duties, part of whic h
should be regular business hours. Your core responsibility will be to

receive investment funds from our US clients into your designated bank

account, reconcile the payments and obtain the transaction documentation

from your supervisor, and transfer speci
investment accounts as instructed. You will be in charge of contacting
your bank in order to obtain transfer status information, confirmations
and account activity reports, as well as handling daily communications
with your bank

You will receive a flat - rate 2% commission from the gross amount of each
transfer that is remitted into your designated account (for instance, if

$10,000 is credited into your account, you will be retaining a commission

of $200), plus we will cover any funds transfer fees. Your commission is
available immediately, so there is no need to wait for the payroll check

in the end of the month.

It should be underlined that all monies that you will receive will come

from verifiable entities within the US. The f unds that you will handle
will comprise of stake purchase at our managed funds, funds given into

trust management and various fees that are charged on our clients. You

will receive funds via secure electronic Wire transfer used by major US

banks for funds and securities settlement. This means that no funds will

be deposited into your account unless the transaction is reviewed and
confirmed both by the remitting and recipient banks.

risk on your end. You will never be required to cash a che
remittance before the funds are cleared into your account or engage in
any other financially risky activity. In case that your bank requires
additional information to authorize a transaction, you will also perform

Thus, there is no
ck, make a

ast and accurate 4

- based. Typically, you will be 5.

S

fied funds into our managed 7

The email headers gave me plenty to work with, so finding extra information
in the body of the message was all the more rewarding: the company URL is
given;and,atoll-£FOAA 1T 01 AAO EO DHbOiI OEAAA8 ! C
that number, but it might be useful in tracking the scammer.

4EA08O0 NOEOA OEA ANote h€EOU oEpbdRENIDA O A (
paragraph. It gives all the right assurances about all the wrong things. Banks

are very interested in z and suspicious of z large money transfers. Further,
financial institutions in the U.S. are required by law to report any unusual
transactions to the IRS. The reality of that fact ought to be driven home after

the recent exposure of now former New York Governor Eliot Spitzer, because

of several large bank transfers.

'TT OEAO CciI OAEA EO OEA PAOO AAT OO0 11
later section.

Near the end, my now dear friend Alex stumbles in a big way. Notice the name

of the company, as given in the closing paragraph of the email. Who is Baikal
Trust & Fund?

7TEAO OEA EAAE EO Al OANOGAI 1 bbPi 0060I
company, one not subject to z and certainly not obeying z U.S. law, making
reference to compliance with EEO requirements?

AEA OAATT A Ai AElI AT AOT 80 OEI x 0ObP8 ¢
TEA AEOAI AEIT A0 AO OEA AT A EO DPOAOOU
point with Mr. Smirnov, when | drag my lawyer friend into the fray.) 8 A O/
1 EEA O ETTx xEI AOAAI O Obp OEA Ol Ac
Sounds like an attempt to lay claim to a form of diplomatic immunity. U.S. and
international law can and do allowdisci T OOOAhR AT A EO80 E
using a free email service z and a spammer, no less z would expect to keep
everyone from looking at their unscrupulous dealingsET  xEA O8O Al
public forum. This disclaimer shows up at the end of every email froi  O! 1 /
AOGO ) x1 160 kuftorkdsO ET Al OAET ¢

The whole pointof thislong-x ET AAA AGAOAEOA EO Oite
2% commission for letting my bank account be used for money laundering.



as our mailing agent by communi cations supporting documentation to the
relevant department.

The positions do not involve any upfront expense or financial risk on

your end. All transfer fees are deduced from the amounts that you

receive, so you will not be covering any business expense out of your own
pocket, and no investment is expected from you to occupy this position.

Your commission is calculated as 2% of the gross amount of client funds

credited into your account and is retained out of each transfer, so that

it is at your disposal at once. There is thus no need to wait for the

payroll check. It should be underlined that you will only be in charge of

reporting your commissions as your personal/business income and paying

your income tax on the total commissions you receive over a give n tax
period.

Your duties will typically require 2 - 6 hours per week. All communications

are carried out via phone/fax/email, and you will need to be able to

visit your local bank branch occasionally, which means that you should be

readily available during the regular business hours upon a few hours

advance notice. Since Baikal is not a US tax entity, your tax reporting

and accounting is entirely your responsibility. In order to qualify for

the position, you must be a permanent US resident aged 21 and above .
Baikal Trust & Fund isan equal opportunities employer . Depending on your
role (receivables clerk or receivables associate), your average monthly

commission can vary from $2,000 to $5,000.

Please see the next email for more information.

Sincerely,

Ale x Smirnov

Executive Manager

Baikal Investment, Inc

phone: 866 - 791- 9240 (you might have to wait for more than 30 seconds

before you are
connected)

DISCLAIMER

This message is intended exclusively for the individual or enti ty to
which it is addressed. This communication may contain information that is

proprietary, privileged, confidential or otherwise legally exempt from

disclosure. If you are not the named addressee, you are not authorized to

read, print, retain, copy, or d isseminate this message or any part of it.
If you have received this message in error, please notify the sender
immediately.

ENTHUSIASTIC ME

%OAT OET OCEODEBRIOBGIOU AATE®@O xEOE OEA OAODPIT OA A&EOT I



BODY NOTES

Alex, 1. Notreallymuchtonote, OET OCE ) &1 OOEI |1 DI AUET C

Thanks so much for replying so promptly to my request for information. iU 1TTOATU xEAA A O OOET @8 HAXBIAO ADE /
see if the attempt to get things going without a phone call is going to work.

I'm very interested in this position, but there's a bit of a snag. I'd

like to keep my wif e from finding out about this - | 'want to surprise her

with the commissions, once they start coming in - so | need to avoid

using the phone for the time being.

Is there any way we can get things started via email?

Thanks,
Mort
BEING DILIGENT
I senttheaboveonaFOEAAU8 4EA xAAEAT A80 AT A ATA CiTAh ATA 1T16 A x1 OA EOTIT i
BODY NOTES
Dear Alex,

| sent you a reply last week, telling you | was interested in the part

time position you emailed me about. | have n't heard back. Did you not get
my reply?

Thanks,

Mort

7%82% 34), ,DKICK)ING % !

The tickler seems to have paid off. It takes a few hours, but | do get a response.

HEADER NOTES




From Baikal Investment Mon Mar 10 10:41:47 2008
Return - Path: <caree r.baikalinvest@hotmail.com>
Authentication - Results: mtal192.mail.re2.yahoo.com from=hotmail.com;
domainkeys=neutral (no sig)
Received: from 65.55.175.221 (EHLO blu139
(65.55.175.221)

by mtal92.mail.re2.yahoo.com with SMTP; Mon, 10 Mar 2008 10:43:16 - 0700
Received: from BLU125 - W19 ([65.55.162.189]) by blu139 - omc3-
s21.blu139.hotmail.com with Microsoft SMTPSVC(6.0.3790.3959);

Mon, 10 Mar 2008 10:41:46 - 0700
Message - ID: <BLU125 - W19C001B493012A28764A35FCOE0@phx.gbl>
Return - Path: ca reer.baikalinvest@hotmail.com
Content - Type: multipart/alternative;
boundary="_690884b5 - caf0 - 4e21- aba9 - bbcfcall307f "

From: Baikal Investment <career.baikalinvest@hotmail.com>
To: <gimme.cheese@yahoo.com>

- omc3- s21.blu139.hotmail.com)

Subject: Baikal Investment, Inc: your inquiry on re ceivables
clerk/associate

positions
Date: Mon, 10 Mar 2008 13:41:47 - 0400

Importance: Normal
MIME Version: 1.0
Content - Length: 15902

BODY

1. One of the reasons for the long quiet, and the missing second email, becomes
apparent. New email address, and a switch to a completely different z but still
completely free!z AT AET  OA OO E @cBnidencd balste@E A 05 O

NOTES

We are currently experiencing technical problems with our email server,
so I'm using this backup email address. Please let me know that
received this email.

you've

1. 4EAOAEOG A 116 i1 OA OI

indGetAResponse6 8 4EA 111U OEET C 1T £ OAAI

excuse. Company must really be running on a shoestringif OE AU S8 OA O«

Google Mail for their rimaryd OAOOAOh AJEA E(O G AAEAE

PART THE SECOND

The much anticipated second email, with more details about the position, finally arrives. Follows here the content thereof.

BODY

NOTES

As a foreign financial services company providing complex financial

products, we face certain restrictions in establishing legal presence in

the USA and a direct business relationship with a US bank. Our legal
consultants are wo rking to resolve this issue in the long term, meaning
that we can have full - time hire opportunities available for you when we
get established in the US.

The other reason for us to employ you as a domestic receivables agent is
that many of our clients are unfamiliar or uncomfortable with
transferring funds abroad. A lot of monies come from brokerage accounts,

1. Thisinstrument of seduction is well crafted. Look at the bullet-dodging going
on in just the first paragraph:
a. ) 61 -prédsgedito determine what complexities Baikal would be dealing
with that are beyond the scope of doing something as simple as handling
ET OAOT AGET T AT 11TTAU OOAT OEAOO8 Of
Baikal Investment, a legitimate Russian Federation brokerage. Our client
would like to purchase 1000 shares in Plummeting, Inc. What

O E E O ennaihdiscudseg A ¢



smaller community banks or credit unions that do not have the human

capital and the facilities required for smooth and efficient

international funds t ransfer. However, for money laundering prevention

and compliance purposes, we are also unable to accept cash deposits, such

as Western Union, from our clients. Thus, it is required that you set up

an account with a major nationwide or regional bank. When t ransferring
the funds, you will also work with the receivables supervisor to ensure

that all transfer instructions are submitted in due time and that all

transactions are executed correctly.

At the moment, we offer two alternative contract positions: cler k and
associate. Receivables clerk is the basic position available to any

qualifying individual (i.e. permanent US resident aged 21+ who meets our

counterparty risk underwriting criteria). In order to get going as a

receivables clerk, you will need to set up a personal checking account

with a preferred bank available in your area. A clerk can then expect to

handle $50,000 - $100,000 dollars per month, depending on her previous
track record. This will earn a commission of $1,000 - $2,000. The
associate is a more demanding position available to business owners and

sole proprietors. Due to the legal status of a business entity, a

receivables associate can expect to process up to $250,000 per month, and
thus generate a commission of up to $5,000. If you do not ¢

business, but you are capable of handling the responsibility (and ideally
have some relevant experience), please let me know. If you do not have a
business bank account at the moment, but would like to work as an
associate, we recommend to a pply for the clerk position and process a
number of trial transfers while registering a business name and account
you will use for in the associate capacity. You will have an opportunity

to switch to the associate position when you business bank account is
ready upon a week's notice to your supervisor.

urrently own a

It should be underlined that this vacancy is 100% legal and complies with

the statutes of the US, Russian and international general and Financial

Services laws and regulations, as well as the prevailing busi ness
practice. Both Russia and the USA are members of the Financial Action

Task Force (the inter - governmental body developing and promoting policies

to combat money laundering and terrorist financing), meaning that money

transfer between across the borders of the two countries does not violate
any domestic or international regulation and is classified as lawful

activity.

In order to get going, you will need to set up a bank checking account in

your personal or business name (proof of business ownership can be
required when applicable) with international Wire transfer feature

available. Alternatively, you can use an existing account. It would be

ideal if you set up an account with a major national or regional bank, as

these banks are more competent in intern ational funds transfer, and also
have correspondent accounts with Russian and/or European banks, which

ensures faster funds clearing and settlement.

To proceed with your enrollment or to ask any questions, please contact

me by email or phone during regula r US business hours. Please do not
forget to refer to the position that you are applying for (clerk or

associate). | am looking forward to hearing from you. Please let us know

explicitly if you are not interested in this employment opportunity, so

thatld o not bother you in the future.

arrangements are needed to wire the funds to you? Naturally, we will pay
you the standard commission. Do we have the correct legal instruments
ready for authenticating the transfer? Of course. What is the fax number?

Thankyou. I willsendthefaxAO OT I 1T  AO xA dHpidlic O
I AGAOh 09A08 4EEO EO "AEEAI )1 0AC
OAOUOEET ¢80 EI 1T OAAOR AT A OEA OC

I1TTE A& OxAOA O OAAAEOEIT ¢ Ul G&d EI1
x A8 OA CA OO EHek. Yaul péoBaBlyhAve fed@hworked a day of
your life in the financials market; very likely know next to nothing about
the laws surrounding money-laundering; and, are likely distracted from
the fact that this offer is coming to you from a free email account, by the
possibility of making $3000 a month. Have we got a deal for you!d

b. If by any chance the recipient is concerned about the legality of the
business, the reference to legal consultants who are working on the
problem should help assuage those concerns. And, without even taking a
breath, comes the offer (distraction) of possible full time work should
those legal hurdles ever be overcome. Gasp! Think of the money to be had!
(Actually, the number of hours per week worked AOAT 6 O CI1 ET C
throughput, since the increase in dollar amounts is affected by whether

Ui 66 0A OOET ¢ A PAOOITAI 1O A AOOE
T TYAO
The second paragraph is also smooth, but | think we can distill it down to this
Oei I A AT 1 AADPOd -1T1TAU 1 AOT AAOCET ¢ E
“OO0h EOB0 xEAO xA Aig )i 1 OAAO Oi I
xEAOA OEA TTA xEI AAAADPOO All OEA <«

3. Points about the third paragraph:

a. Whatonearthare AT O1T OAODAOOU OEOE ?%riceA A O x (
OPAAEEEAO AAIT OO OET OA AOEOAOEA AC
another bit of sophistry, designed to bedazzle the reader.

b. 2Ai ATl AAO OEA Ai AEI OEAO OAEA OOEA
exDAT ©AH1 1 A0 T1 x OEA AEOAT OGAOU OEA
T ACET T xEAA 1 O OA G E#&vénAvithout kadwtng whield C
AATEO AOA 11 "AEEAI 80 APDPOI OAA |
be incurred, in terms of both time and money. Checking accounts are not
free to set up, either logistically or financially.! T T OEAO OET OE
EO OEA AOAAEO AEAAEEI ¢ OEAOBO0 Al
are marked on your credit report. Credit checks in close proximity z as
would result from first opening a personal account, and then a business
one, like Baikal suggests doing in this email paragraph - would be a red
flag for creditors and others, even at a later date.

.A@d EO OEA OEOB80O 1 Akéthelpreceding par@graphs, O /

i060 Al Al AUEH ¢ OAI AT OEA xA

a 'TETC EAAOU xEOE OEA pnmb COAOATC

ms



Sincerely,

Alex Smirnov

C.

through a few employment contracts and non-disclosure agreements over
the years, I think of the severability clause in those contracts, and compare
it with this promise. Since this is a solicitation for work, and not a contract,
OEA xT OAO OAAT 1T U AT180 i AAT | OAES
take the job, and it were to go to court z assuming for a moment that the
people perpetrating this scam were honorable enough to go into a
courtroom z | think the judge would toss the guarantee out, with the

AT i1 1T AT O OEAOh 091 0 AEAT 80O Al AT
Dl OEOEI P86 -1T0A O OEA bl ET Oh gE/E
will be money-laundering, of course. Also of course is the fact that no legal
reps from Baikal will be there to defend you, or hold you hand while the
judge pronounces sentence.

Yes, bolster the argument by appealing to authority, without once stating
xEEAE OAAOQEIT O 1T £ OEA OAI AGAT O 1

A
10 A O OPOAOAEI EUECADOOEEDNOO PDOAECL

STILL A PLAYA, YO!

yéi OOEIT xAT O O1 bPI AU A Ai Opi A

BODY

I £ O ODAAT Ak DEEDI CARARARD B

NOTES

Alex,

I'm glad you contacted me from your temporary account.

Since you probably didn't get my earlier email because of the problem

with your email server - and at the risk of repeating myself if you did

| want to let you know | am interested in the clerk position.

As | mentioned before, using the phone is going to be a bit of a problem
for me. My wife is sometimes suspicious about phone calls after all the

problems we've had with telemarketers, so what I'd like t odois:

0 Get things sent up via email.

o | start earning some commissions working for Baikal.
o | show my wife everything's great with the work.

0 Then we can talk more on the phone.

Would there be a way we could get things started that way?

Oh, anoth er question. What are the banks you prefer receiving
transactions from?

I acknowledge the email change, but just sail right by it. Of course you had a
problem with your email. Some unscrupulous person reported the Google Mail

AAAOAOOhROEBEARGO0I T O 1 Agh Ui O60A CiE
AOAAA A 1 EOOI A EAOAAO 11 xh AOAT 80
Still pushing back on the whole phone idea. By presenting my little business

PDi Al h )&i

OOUET ¢ O1 1 AEA EO AAOU A

discussions without speaking to anyone on the phone.
Also note the segue into asking for the list of preferred banks.



Thanks,

Mort

THE MEAT OF THE MATTER, PART 1

With the next two emails from Baikal, we start hitting the real business part of this whole exercise.

BODY

NOTES

Dear Mort,

Once you return the application forms (please see the next email) to us,

Im required to talk to you on the phone to verify that you can be reached

if we have an emergency question. Do you have a cellular phone you can be
reached at? Ca  n you call me today or tomorrow? Please find more info on
the clerk position below.

In order to qualify as a receivables clerk, you need to set up/use an

existing checking account with one of our preferred banks (in order of

diminishing desirability: Weéls Fargo, Washington Mutual Bank, Citibank,
Citizens Bank, Bank Of The West, BB&T, PNC Bank, 5/3 Bank, Provident

Bank, Key Bank, US Bank, Chase Bank, Regions Bank ). A voided check
bearing your name and address or a confirmation letter from your banker,

as well as account number and bank routing number, may be required in

course of the account verification.

Please note that as a receivables clerk, you can only utilize a personal

bank account for investor funds transfers. This type of account only

allows yo u to receive up to $10,000.00 per a single transfer, with a

total of up to $50,000.00 per month. Please note that if your account is

opened with either Wells Fargo Bank or Washington Mutual bank, you will

be receiving $15,000.00 - $20,000.00 per single trans fer and up to
$100,000.00 per month. You can also set up a company or register as a

sole proprietor and act as our receivables associate instead. A

receivables associate can establish a business checking account and

handle up to $350,000 per month and thus

If you currently don't own a business, but would like to apply for the

associate position, we advise you to start as a receivables clerk and

process a couple of transfers, while registering a business name and

opening the bus iness bank account, and switch to the associate when you
have everything ready.

If would like to proceed with this, but do not run a business so far, |
recommend that you apply for a Sole Proprietorship (obtain a Doing
Business Name certificate) at your | ocal Registrar of Companies or
Chamber of Commerce. The whole process typically take 1 - 2 days to
register the business and then another 1
account. The associated expense can sum up to $50 to $100 in total, which

1. Whatisitwiththesetwo-DAOO Al AEI O

generate higher commissions.

- 2 days to open a business bank

8 A
oJol|

>o Qu

O O -
—_ O‘

o

— O
m—

c m

A

is generic.

'l xAUO xEOE OEA DPEIT A8 (A6S POOEET ¢

The list of banks, which is what | really want to see. Why? | want to accomplish

two things:

a. First, make my pitch sound more authentic when the time comes to
discuss opening the account and filling out the application. Since I live in
I 1 AOE A h rtdat@atdkn&n whdt banks are near my fictitious
address.

b. Second, getting the list of financial institutions that should be notified
about this latest scam.

We can open the floodgates wide! If you get an account with Wells Fargo or

Washington Mutual, and/or set up an business account as a sole proprietor,

AOGAT 11 OA 111AU xEIl & 1ix EIOI Ui

OEAOA | E UAAEh AOGAT OEIT O x A6 OA

AAOEAA j OAA OEA OOOAGIT I I BAT OAARA

how to really raise a few bank officers eyes:

a. Open an individual account.

b. Watch large sums flow into and out of that account, with only a small
residual.

c. Openabusiness account as a sole proprietorship at the same bank a few
days later.

d. Ditto on the large sums statement in (b).

£ UT O AiT180 CAO Oi i A 11 6EAA xEOE i

time you get done with (c) and (d). Authorities get called, you get investigated,

account is frozen, money in account is confiscated, and those large sums? Yup,
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will be compe  nsated with the first transfer sent to your account

(provided that you can fax/email us copies of all slips and receipts

confirming your expense). For more information on how to register a Sole

Proprietorship in your state, please use Google or Yahoo .Plea seletme
know if you need more information on this subject.

Please make sure to maintain a positive balance in the account you open.
Even $1.00 is enough for us to verify that the account is active and
start using it.

In order to enable us to fund your account on a daily basis, | would need
you to provide online/phone access to account activity reports, so that

we can monitor transactions, including pending and unsettled items, in

real time. If this is not a viable option, please set me up for daily

acco unt activity summary email alerts, so that | am kept informed of the

activity on the account when you are not available.

To get enrolled for the position, you will need to complete a simple

contract and fill in an application . Please either email or fax the
documents back to me and keep the originals for your own records. In some

cases, additional documentation may be required to validate your

application.

Please reply to this email to let me know how long do you think it will
take you to complete the ap plication forms.

THE MEAT OF THE MATTER, PART 2

Short email, with the contract and application attached. A later email, @h, Great Wizard! Grant Me an Extension!6 h

contract.

BODY

AEOADOOGAOG OI11i A

Please find the application forms attached to this email. Please reply to
this email to confirm that you received it.

I've also sent you a test email from my work email address:

a.smirnov@baikalinvest.biz please reply to it if you receive it.

TESTING...

OxAAOR
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ame to®ain that he gave me before!
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True to hisword (at least we know his honesty extends this far), Alex sends me the test message.



HEADER NOTES
From Baikal Investment Tue Mar 11 07:55:49 2008 . . . . . .
SR~ PEl R e, T S e T s Lt 1. Business email address, as promised. Even if the mail servers and domains
Authentica tion - Results: mta206.mail.re3.yahoo.com from=baikalinvest.biz; have been ghanglng JlKe D’lad, it Seems t,he Mr. Smirnov is jealous of his
domainkgyfs=neutral (no sig) ( e — ) credential0 8 - A Uviady ertouyl tOnot switch names in midstream, and
Received: from 217.16.27.41 (EHLO plesk.gohost.ru) (217.16.27.41 il ; ; D)
by mta206.mail.re3.yahoo.com with SMTP; Tue, 11 Mar 2008 07:55:57 - 0700 thus lose C'_’Edlblllty with his target: S .
Received: (qmail 8127 invo ked from network); 11 Mar 2008 17:55:56 +0300 2. SmartWhois does tell me that WWW-ba'ka“nVGSt-b_'Z r?SOIVeS to the
Received: fom 25 - 54.34 - 65.tampabay.res.rr.com (HELO cdma - 92-36- 59- 217.16.27.41 IP address. Of course, so do wwuw.baikalinvest.com,
e TIESE L) {2220 E02) www.rrhfinancial.com, and www.galotrustcom8 ) x 1 O1 AT 80 A
by plesk.gohost.ru with SMTP; 11 Mar 2008 17:55:55 +0300 ised if other d ins d T

Date: Tue, 11 Mar 2008 10:55:49 - 0400 surprisec IT other domains do, as well. R e e oA
From: Baikal | nvestment <a.smirnov@baikalinvest.biz> 3. Somex AEOAT AOGO ET OEA EAAAAO ) AT180
Organization: Alex Smirnov going on?
Message - ID: <321049441.20080311105549@baikalinvest.biz>
Disposition - Notification - To: a.smirnov@baikalinvest.biz
To: "Gimme Cheese" <gimme.cheese@yahoo.com>
Subject: test email
MIME Version: 1.0
Content - Type: text/plain; charset=us - ascii
Content - Transfer - Encoding: 7bit
Content - Length: 729

BODY NOTES
this is a test email. please reply to it if you received it 1. 71 x8 / EAUS

KEEP THINGS MOVING

I am your ever enthusiastic friend and servant, Alex!

BODY NOTES
Alex, 1. )81 OAIT1TEIC OEA OO0 O Hrth thke®mds, bnbeos ! /
I don't have an account at any of the listed banks. It's going to take me each sentence. 2 A Al T us ) xEI|I 0,0‘A Ad AA1 OO0 C
a few days to see about getting an account set up. I'll get back to you, EEI ETT x ET x OOEETI CcO6 AOA CIEICS8

and let you know how things are going.

Mort


http://www.baikalinvest.biz/
http://www.baikalinvest.com/
http://www.rrhfinancial.com/
http://www.galotrust.com/

ACCOUNTABILITY

-ETAh AT A EEO8 4z AQWARO i A0 AE IAGADOGDRATL @atuée Afthe cbrirhcth O AE A0 ®EMDIGOs OEA £AG 10

OAOAAOAE AAEI OA OAT AET ¢ OEA Ai AEi h O1 ) Al ouh(@)Dhiodées.T x OEAO j Aq 2000EA
BODY NOTES

Alex, 1. | actually downloaded the application. | did however get the Nome brA1 A E &

| just got an application from the local Wells Fargo, and wil | be filling hours, so | could accurately state my case for visits, and the like.

it out today. 2. lalready know what country code should be used (none), but | want to see

| have a question for you: What country code should | use for the how Alex is going to handle the question.

contract and application when | fax them to you, at the 440 - 325- 5516
number?
Thanks,
Mort
BACK AT ME
EOEAO OEEO CcOUB8O A AiIga T800MUAGh EAMItHEr QR BAGKBAEAEOA B OB BBOABG T 11 0 A1 AET C U
BODY NOTES
Dear Mort, 1. Justcall the number, already, willyoue ) AAT OAI 1 xAdO0A
No country code is required, since it is a domestic US phone number. wonderful business relationship. ) o
2. 3DAAEEIC} I £/ AAT 1 6h EAOA xA Cl x EOE
Please let me know whether you have a cellular phone you can be reached harder on this subject with the next email | send.
& 3. Yes, you are the very breath and essence of sincerity.
Sincerely,

Alex Smirnov

STILL CHECKING THE LAY OF THE LAND

A gentle reminder or two about (a) cognitive processes (yes, | have and exercise them), and (b) the phone thing.



BODY

NOTES

Alex,
> No country code is required, since it is a domestic US phone number.

Oh. I thought Baikal was in Moscow. Do you have a U.S. office of some
kind?

> Please let me know whether you have a cellular phone you can be reached
at

Sorry to say, | don't have a cell phone. I'm think ing about getting one,

though. Let me get the bank account taken of first, okay?
Thanks,

Mort

The prospective employeeisi E1 A1 U AOOET 6O AAT 6O
4EEO EO A COAAO 1 bPI OOOT EOU A1 O A <
setOBDh A@bPl AETETC £ O AgAIi p1 A OEAO O
applications (this would make sense, since one of the emails stipulates that
applications go through a vetting process), but Mr. Smirnov is going to let this
chance pass him like a vapor on a breeze. Not a very compelling personality.

As | consider the dialog about the phone, I see a very serious disconnect (no
DOl ET OAT AAAQs ' 0O OEA OAOU AA(;EI TET
bETTA8 ) 1TAOAO OAEAO) ) ABERS OOEAAROI
'1TAg AT AOGT 6060 AAOAR 10 EABO |O 00/
good bookkeeper in that case, eh?

O)

BRAZEN AND ANNOYING

Persistent, anxious to close the deal, and such a pain in the derriere about that phone!

BODY

NOTES

Mort,

We are located in Moscow. The fax number is a virtual fax which forwards
the faxes to my email.

Can you give me a phone call? 866 - 791- 9240 (this is also a US number)
Sincerely,

Alex Smirnov

YA POKE A DOG,

6 EOOOAIT AEAGe 9 AOs go@tbiseaidomésticinimbdr £ x F
instead of the fax number listed on the Baikal Investment website? No. |

O00pbi OA OEA OAAOGIT )8A CAO EO OEAO
AOOT AEAOAOR AOGO )6i 110 AOUETI G OEAC
tracks.

4AEAO PEITA EOOOA EAO CiT A ZE£AO AT1T Oc
next email than | have been heretofore.

IT GROWLS

Enough about the phone, already

BODY

NOTES




Alex,

1. AlexEO8O T AOGEI OO xEOE UI 60 OAIWE GamAO

Thanks for clearing that up. | don't understan d exactly how the virtual much smarter than me. Because of that,) 61 1 CI AAI g G i- i O 0]
faxes and toll - free numbers work, but it's a great convenience. domestic vs. international fax number. Score a point for techno-E AAAA O 8
As | explained to you in my earlier emails, and even the most recent one '1AgGA 4EA AT TITT] i atoo 110 CIEIG Ol
| am not prepared to make phone calls yet. The reason | asked about the FEABOh AOGXAH 'b ’OE_ |, E | |~ x X AE ,AAO 00 Q | El Q
country code for th e fax number is that | want to get the bank account 2. Velvetglove removalwarning.) 61 1 OO1 ET ET C &£ O !'1 A

set up first. Once that's taken care of, and I've faxed the stuff to you,
then I'll take care of getting a cell phone.

issue will be taken care of. Negotiationisatwo-x AU OOOAAOh Al
to let my scam-baiting slide just yet.

Thanks, 3. One of the things mentioned in previous notes is how this part-time job
opportunity is not free. Given the return on investment (ROI), it probably
Mort i AEAO OAT OA O1 AOGU A AAI 1T PDPEITA AT}
these expenses are being incurred beforethe AT 1T OOAAO8 O AAAT
Appl EAAOEIT OOAI EOOAA8 / Eh AT A 171 O0¢
were a valid one, which it is not.
TALK ABOUT TERSE
"TUh '1Ag EOOO CAOO OECEO ET OEAOAR AT A OGAI1 O I A xEI 80 Al 008
BODY NOTES
Mort, 1. 3ET OOAOO OADPI U A OAO8coateddprirddch Wotdiohn x E
Ok Ui 6e (A80O EOOO 1T AOOOCAT T U AT xETC Al
_ OEET E AAT 6O EOh )B80A AAAT AOEOEIlogly (
Sin cerely, take the initiative with starting this correspondence, but have also had to poke
Alex Smirnov Alex to let him know how things are going. Yawn. So much work being a baiter.
PLAYING FOR TIME
)81 Al 100 ATTA xEOE OEEO /E 6o loAgddnfsirity@lexaléng, Gl itypeApngy QEninapyeor posterity] O O
BODY NOTES

Alex,

OA



Some good news, and some bad news.

The good news is, | managed to get to the bank before it closed, and got

my application approved. The bad news is that | h ave to wait 5 -10

business days before the checks arrive at my home address. | forgot all
about that!

| guess there's going to be a bit of a delay before | can fax the
application to you. Sorry about that.

Mort

BUT ONE MORE THING

CAl Ag

BODY NOTES
Alex, 1. )8l O A& OCAO/EC_)IH UIAC)(:)II AA Aéi__é\ o]
Something that slipped my mind when | sent out my earlier email: Since smarterthanallthat.. T x ) 8 OA ET OT EAA A j111TAQ®

I'm no expert on contracts, | thought I'd go to a lawyer friend of mine
who is, and have him give the contract a quick review. Nothing personal,
you understand, | just wanted to be clear on a couple of the clauses in
the contract.

Thanks.

Mort

Cilei¢c Oi EAID I A AAAEAA EZL£ OEA ATl
expect to get a nasty email about violating the terms of the disclaimer, or some
OOAEh AAAE &OI T '1A@s8 .1 OEAA OEAO
DAOOT 1T Alby8aging! dnlpHave questions about a couple of clauses, ) 8 |
CEOET ¢ OEA EIi sledlynoustt into raost Af¢he gordtréch

WOW, MR. UNFLAPPABLE STRIKES AGAIN

4EEO cOU AT AOGiI 680 AOGAT AAO

BODY

AT AUAIT A Otie? ChubokdDraygede 1 Ax UAO8 ) O EA AAEIT C

NOTES

Mort,

Please let me know once your lawyer reviews the contract. Additionally,
you don't have to wait for the checks to arrive. You can use the

temporary checks you should have received when your opened the account.

Or any other paper from the bank which will have your name and account
number on it

1

Temporary checks are okay, as is anything that can be produced to verify that |

interesting to know how many transactions money launderers expect to run
through an account, before the bank sees a red flag, and tips the authorities.

|
(

i AQ EAOA OEA AAAT O1 Oh AT A | AQ OBAOA.



Sincerely,

Alex Smirnov

OH, GREAT WIZARD! GRANT ME AN EXTENSION!

)y xAT O 61 bPI AU OI 1 A 11 Gtthsbmebtvious idsiies atdiind theZon®dct arl thé blisinésitsek. Little nits, you understand. My
dear friend Lawyer Lightwood is standing by to assist.

BODY NOTES

Alex,

| just got back from a late morning meeting with my attorney. He advised
me to exercise great caution with this opportunity, since there are so
many questionable internet activities these days.

Three items that he said would go a long way towards proving Baikal
Investment's legitimacy would be:

1. Since the Baikal Investments websi te does not in fact have online

copies of the licenses listed on the "Legal Info" page, that photocopies

of those certificates be emailed to my attention. The license numbers in

question are: 177 - 08018 - 100008, 177 -08018- 100010, 177 -08018-100014.

2.Hewas none too happy about Mr. Fadeev's signature on the contract.

Neither of us could make out if the signature was actually that of a Petr

Fadeev. Does Mr. Fadeev have a photo ID, with signature, that we can use

for verification purposes? A copy of that can a Iso sent to me via email.

3. Afinal thought on his part was that some ID from you would be useful.
Can you supply something that establishes your identity?

He's still reviewing the contract, but did say that if the above items

were addressed in a timely and reasonable fashion, there probably wasn't
any good reason not to continue with the application.

Thanks.

Mort

LO, THE END COMETH SOON

With no response of any kind from Alex z or anybody else from Baikal 7 for the last few days, it looks like O E &ello8t interest. | send out another tickler,
with some lamentations about money and time. Aw, is the poorscam-AAEOAO 1T 00 Oi i A AAOGEe .1Th AT A )B8A Al OE



BODY

NOTES

Alex,

Any news? I've been waiting since Friday for some sort

you weren't playing me for a fool with this job opportunity: between the
new bank account and the lawyer's fee, I've invested almost $200, plus
the time spent emailing you. Are you always this difficult to get a hold
of via email?

of reply. | hope

If I had really shelled out the money to open an account, and consulted with an
attorney, | would probably be out by at least this amount. So much for the (o
cost to you the employeedpromise. Money laundering might have netted me a
commissionortwoh AOO ) 81 ETAI ET AA O1T OEET |
cleaned out whether this was a money-laundering scam, or just a standard

phishing attempt.
Thanks .

Mort

APPENDIX: OF NET AND WEB

Given the information obtained in the above emailsh )
journey with you.

OET OCEO )86A 1 AAOT A TEOOIA i17TOA AAT OGrtudlU DI

1. 4EAOCAGO 110 A 1 EAE TwEwROGOOEAIM wklsitd THerk &dno links to@ Eudsian version of the site, either. Clearly,
this site was set up for the sole purpose of disarming those curious enough to do some checklng on the company.

2. Oneoftheemailssays ®1 AAOA OAEZAO OiF 100 xAAOEOA A& O OE7hecdpletatemoEtvdildble ArilyEhe ASC 1 A&
supposed license numbers. Searching tE AFed®ral Financial Markets Servicee x AAOEOA UEAT AO T1 OAAAOAdddkeds O1
OEEO EOOOA x BI)Geat'WizEré! Brant Niefan Ektdmsiodldo Al AET 8

3./1 OEA O3AOOEAAOCG PWGAROG ADER QNGO AO AGNTIAAODAA EOAI AAIT AARh O7EU 22
CEOAO UAO AT i1 OEAO TAIA A O OEA AiiPAT U8 371 EAO )B80OA Ci O0AT 4

a. Baikal Investment (email and website).
b. Baikal Trust & Fund (email).
c. RRHFinancial. (website)

It gets better. There is a www.rrhfinancial.com website. It has the same IP address as www.baikalinvest.com. Different window dressing, but in all
I OEAO OAODbsAe&erh EOS6 O OEA

4 'TTClIETC &£ O OEA 1 EAAT OA 101 AROO 1 EOCOAA 11 OEA
a. 177-08018-100008 z GaloTrust.
b. 177-08018-100010 z GaloTrust/RRH Financial.

c. 177-08018-100014 z GaloTrust/RRH Financial.

O, ACAl ET &£l 6 DPACA


http://www.baikalinvest.com/
http://www.rrhfinancial.com/
http://www.baikalinvest.com/

7.

"AEEAI )T OA éé&dodyle dcheHabanyg obthetatiove license numbers, so clearly its content has not been around long. Adding to the fun
with IP addresses, guess the IP address for www.GaloTrust.com. You get a gold star if you saidh Sarfe address as Baikal Investment and RRH
Financial.6

explainingwhy OEAOA S O A vielrishimfdi A Awv@ Eakalinvest.com website. Dig a little bit, and turn up a www.elbrusfund.com
website. Guess what the IP address is? Got that right. Same as the rest. After lookingatthe OAOET OO0 OUDPT O Al Kiguke®® O1
chronology for the sites associated with variants of this scam as:

a. Elbrus Trust & Fund (www.elbrusfund.com).

b. GaloTrust Co (www.galotrust.com).

¢. RRH Financial (www.rrhfinancial.com).

d. Baikal Investment (www.baikalinvest.com).
91 0811 11 O6A OEEO | BakaInwsinknt i§OEeDiAgradsidiyiprospdktl @y Masicoy, Russia.” 1T 1T C1 ET ¢ &£ O OEAO
yield anything, but when the number is placed at the start of the address (ie. Op X , AT ET C OA A théseHibks deddur@dd A A O 6

a. http://prola.aps.org/abstract/PRA/v48/i1/p465_1

b. http://www.osti.gov/energycitations/product.biblio.jsp?osti_id=6381975
These both links to abstracts of a journal article published by the International Institute of Physics. Odd place for a financials consulting firm to be
headquartered, no?
| did some research on the creation dates of the various domains, and discovered that the actual order of registration is:

a. www.galotrust.com

Domain Registration Date: 18 Oct 2007

Domain Last Updated Date: 18 Oct 2007

Domain Expiration Date: 18 Oct 2008
b. www.rrhfinancial.com

Domain Registration Date: 10 Dec 2007

Domain Last Updated Date: 10 Dec 2007

Domain Expiration Date: 10 Dec 2008
c. www.elbrusfund.com

Domain Registration Date: 21 Jan 2008

Domain Last Updated Date: 21 Jan 2008

Domain Expiration Date: 21 Jan 2009
d. www.baikalinvest.com

Domain Registration Date: 26 Feb 2008

Domain Last Updated Date: 26 Feb 2008

Domain Expiration Date: 26 Feb 2009
e. www.baikalinvest.biz

Domain Registration Date 28 Feb 2008

Domain Last Updated Date: 28 Feb 2008

AEA " Al 140000 O, AcAl Y1 &£ 6 PDACA OxEOAEAO £O1T 1T ' Al T 4006@0aowardsEOCOO AODI
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http://www.galotrust.com/
http://www.baikalinvest.com/
http://www.elbrusfund.com/
http://www.elbrusfund.com/
http://www.galotrust.com/
http://www.rrhfinancial.com/
http://www.baikalinvest.com/
http://prola.aps.org/abstract/PRA/v48/i1/p465_1
http://www.osti.gov/energycitations/product.biblio.jsp?osti_id=6381975
http://www.galotrust.com/
http://www.rrhfinancial.com/
http://www.elbrusfund.com/
http://www.baikalinvest.com/
http://www.baikalinvest.biz/

Domain Expiration Date: 27 Feb 2009
I was wrong about the positioning of Elbrus Trust & Fund. Guess that means someone started updating the GaloTrust pages, and then stopped. It
could be the editor(s) forgot which pages they were working on. One other point worth noting is that the purported date of execution of the
1 EAAT OAO AEOAOOOAA ET j1q AAT OA EO muv [/ AO c¢mnth x AbdeenAudnird lahder. OEA A/
311 A OAOGAAOAE 11T '"1TTcCci A 1TAA O OEAOA Ox1 TETEO AAI 6O O" AEEAI &ET AI
a. http://www.scamfraudalert.com/f19/baikal-finance-ltd-www-baikal-finance-com-1121
b. http://www.phishing-fraud.com/investment-fraud-scam-letters.html

Posting (a) was made Feb 2005, proving that the scam has been running longer than just late last year. The body of the email in (b) is virtually the

same as the one | received, differing mostly in company name, and geographic location (Riga, Latvia). Boy, is this crew mobile!

I OEAIT1T ATIPATU O" AEEAIT &ET AT AA 2002.MBdnd aftiElds itsAigidyGadnl actilitParefourd 40U OET 00
a. http://intellibriefs.blogspot.com/2004/12/mystery-shell-company-baikal-finance.html
b. http://baikal-finance-group-news.newslib.com/story/2997-2417569/

)y 080 POAOOU Al AAO OEAOAAEI OA OEAO 11 OAI AGET 1 OEEDP AgBB80OA EAA DADDA OO
AAT EAAOAOAT U OOUET C OF TETE AAOxAAT EOO AOAOAODI AT O OAdirEidehde thatthE A O/
two names are so similar.


http://www.scamfraudalert.com/f19/baikal-finance-ltd-www-baikal-finance-com-1121
http://www.phishing-fraud.com/investment-fraud-scam-letters.html
http://intellibriefs.blogspot.com/2004/12/mystery-shell-company-baikal-finance.html
http://baikal-finance-group-news.newslib.com/story/2997-2417569/
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