
 

 

B A I K A L  I N V E S T M E N T  

SCA M ANA LYS IS  

AN INVESTIGATION OF 4(% Ȱ"!)+!, ).6%34-%NTȱ EMAIL FRAUD; BASED ON SCAM-BAITING, WEBSITE ANALYSIS, AND INTERNET SEARCHES. 

COPYRIGHT © 2008 SPAM SNARK. 

ORIGINAL EMAIL 

The original email arrived in my Junk folder, marked as spam by my ISP. Normally, I would usually just delete it, but the grammar and sentence structure 
of ÔÈÅ ÂÏÄÙ ÏÆ ÔÈÅ ÅÍÁÉÌ ×ÁÓ ÂÅÔÔÅÒ ÔÈÁÎ ÁÖÅÒÁÇÅȢ 3Ïȟ ) ÔÈÏÕÇÈÔ )ȭÄ ÐÌÁÙ ÁÌÏÎÇ Á ÌÉÔÔÌÅȟ ÁÎÄ ÓÅÅ ×ÈÅÒÅ ÔÈÅ game took me.  

HEADER NOTES 
 

From -  Thu Mar 06 08:41:23 2008  

X- Account - Key: account2  

X- UIDL: UID7880 - 1107739111  

X- Mozilla - Status: 0000  

X- Mozilla - Status2: 00000000  

X- Mozilla - Keys:                      

Return - path: <xxxxxxxxx@xxxxxx - xxxxx.xxx>  

Envelope - to: xxx@xxxxxxxxxx x.xxx  

Delivery - date: Thu, 06 Mar 2008 08:37:30 - 0500  

Received: from impinc01.yourhostingaccount.com ([10.1.13.101] 

helo=impinc01.yourhostingaccount.com)  

 by mailscan07.yourhostingaccount.com with esmtp (Exim)  

 id 1JXGHq - 0008EV- Ed 

 for xxx@xxxxxxxxxxx.xxx; Thu, 06 Mar 2008 08:37:30 - 0500  

Received: from kiddhomepc.mebtel.net ([99.194.29.180])  

 by impinc01.yourhostingaccount.com with NO UCE  

 id xpdW1Y0033tA2Z70200000; Thu, 06 Mar 2008 08:37:30 - 0500  

X- EN- OrigIP: 99.194.29.180  

X- EN- IMPSID: xpdW1Y0033tA2Z7020000 0 

Message - ID: <001701c87f65$50dd1630$019dfdfc@kiddhomepc>  

From: "Ursula Santharam" <xxxxxxxxx@xxxxxx - xxxxx.xxx>  

To: "xxx" <xxx@xxxxxxxxxxx.xxx>  

Date: Thu, 6 Mar 2008 08:37:30 - 0500  

MIME- Version: 1.0  

Content - Type: text/plain;  

 
1. Return-path changed to protect the innocent. 
2. Envelope-to and To fields changed to protect me. 
3. 4ÈÅ ÎÁÍÅ Ȱ5ÒÓÕÌÁ 3ÁÎÔÈÁÒÁÍȱ ÉÎ ÔÈÅ &ÒÏÍ ÆÉÅÌÄ ÄÉÄ ÎÏÔ ÍÁÔÃÈ ÔÈÅ ÂÒÁÃËÅÔÅÄ 

email address (which did match the email address in the Return-path field). 
!ÌÓÏ ÉÎÔÅÒÅÓÔÉÎÇ ÉÓ ÔÈÁÔ ÇÏÏÇÌÉÎÇ ÆÏÒ Ȱ5ÒÓÕÌÁ 3ÁÎÔÈÁÒÁÍȱ ÒÅÔÕÒÎÓ ÎÏ ÒÅÓÕÌÔÓ 
whatsoever. 

4. The mebtel.net IP address block is 64.40.64.0-64.40.95.255, while the IP 
address 99.194.29.180 belongs to an IP address block owned by centurytel.net. 

5. ISP spam fiÌÔÅÒȭÓ ÆÌÁÇÇÅÄ ÔÈÉÓ ÁÓ ÓÐÁÍȟ ÁÎÄ ÔÈÅÒÅȭÓ ÅÎÏÕÇÈ ÁÂÏÕÔ ÔÈÅ ÈÅÁÄÅÒ ÔÏ 
ÓÕÂÓÔÁÎÔÉÁÔÅ ÔÈÁÔ ÁÎÁÌÙÓÉÓȢ 3Ïȟ ×ÅȭÒÅ ÎÏÔ ÄÅÁÌÉÎÇ ×ÉÔÈ Á ÆÁÌÓÅ ÐÏÓÉÔÉÖÅȢ  

 

http://www.roguegerbil.com/


 

 

  format=flowed;  

  charset="UTF - 8";  

  reply - type=original  

Content - Transfer - Encoding: 7bit  

X- Priority: 3  

X- MSMail - Priority: Normal  

X- Mailer: Microsoft Outlook Express 6.00.2720.2963  

X- MimeOLE: Produced By Microsoft MimeOLE V6.00.2720.2963  

Subject: Spam: Transactions specialist -  flexi - ti me contract hire  

BODY NOTES 
 

An international investment company is looking for communicative and 

skillful individuals to join t he Receivables Team of our Finance & 

Infrastructure Group in the United States on part - time basis . This 

position involves monitoring and processing of our company's funds. Your 

duties will not involve any direct client interaction, and you will be 

reportin g to the Receivables department manager in Russia . We are looking 

for numerate  individuals who are also able to multi - task efficiently in a 

team. Relevant previous experience and/or education is a plus, but not a 

prerequisite. The position is entirely home - based, and no relocation is 

required from the successful candidate . This role does not involve any 

fixed working hours and is suitable for senior citizens or self - employed 

individuals. Estimated average salary starts from $3,000.00 per month .  

 

In order to  qualify for the position, you must be a permanent US resident 

aged 21 and above and have a verifiable personal/business banking 

relationship with a US bank. Since most communication with the head 

office will be via email/fax/phone, you should have reliabl e access to 

these facilities and be reachable during regular business hours.  

 

To apply for this position or to request additional information on our 

company, please contact us at career.baikalinvest@gmail.com  Please make 

sure to provide your contact phone number.  

 

Please note that only applicants under serious consideration will be 

contacted.  

 
1. There are couple of minor grammatical errors, and one bit of quirkiness: I had 
ÔÏ ÌÏÏË ȰÎÕÍÅÒÁÔÅȱ ÕÐȢ )Æ ÂÙ ÕÓÉÎÇ ÔÈÉÓ ÔÅÒÍȟ ÔÈÅÙ ÍÅÁÎ ȰÁÂÌÅ ÔÏ ÃÏÕÎÔȱȟ ÏÒ ÍÏÒÅ 
specifÉÃ ÔÏ ÔÈÉÓ ÐÏÓÉÔÉÏÎȟ ȰÃÁÎ ×ÏÒË ×ÉÔÈ ÎÕÍÂÅÒÓȱȟ ×ÅȭÒÅ ÁÌÌ ÓÅÔȢ /ÔÈÅÒ×ÉÓÅȟ ÉÔ 
ÄÏÅÓÎȭÔ ÍÁËÅ ÓÅÎÓÅ ÁÓ ÅÉÔÈÅÒ Á ÖÅÒÂ ÏÒ ÁÄÊÅÃÔÉÖÅ ×ÈÅÒÅ ÉÔȭÓ ÕÓÅÄ. The overall 
structure is decent; enough so to sound at least somewhat professional.  

2. Red flags exist, though: RussiÁȭÓ ÇÏÔ Á ÆÁÉÒÌÙ ÂÁÄ ÒÅÐÕÔÁÔÉÏÎ ÂÅÃÁÕÓÅ ÏÆ ÁÌÌ ÔÈÅ 
ÍÏÎÅÙ ÌÁÕÎÄÅÒÉÎÇ ÇÏÉÎÇ ÏÎ ÔÈÅÒÅȠ ÔÈÅ ÃÏÍÐÁÎÙȭÓ ÅÍÁÉÌ ÁÄÄÒÅÓÓ ÉÓ Á ÆÒÅÅ 'ÍÁÉÌ 
account; the average salary for part-time work is astronomical; etc. 

3. One other bit of screwiness is the flat-out contradiction between the ȰÄÏÅÓ ÎÏÔ 
involve any ÆÉØÅÄ ×ÏÒËÉÎÇ ÈÏÕÒÓȱ ÁÎÄ ȰÂÅ ÒÅÁÃÈÁÂÌÅ ÄÕÒÉÎÇ ÒÅÇÕÌÁÒ ÂÕÓÉÎÅÓÓ 
ÈÏÕÒÓȱ ÔÅÒÍÓȢ 4ÈÅÒÅȭÓ ÎÏ ÄÅÆÉÎÉÔÉÏÎ ÏÆ ×ÈÏÓÅ ÈÏÕÒÓ ɉ53 ÏÒ 2ÕÓÓÉÁɊ ÓÈÏÕld be 
considered the regular ones.  

4. !Ó ×Å ×ÉÌÌ ÓÅÅȟ ÔÈÅ ȰÅÎÔÉÒÅÌÙ ÈÏÍÅ-ÂÁÓÅÄȱ ÐÒÏÍÉÓÅ ÄÏÅÓÎȭÔ ÒÅÁÌÌÙ ÈÁÖÅ 
substance. 

5. )ȭÄ ÌÉËÅ ÔÏ ËÎÏ× ×ÈÁÔ ÏÔÈÅÒ ÆÏÒÍÓ ÏÆ ÃÏÍÍÕÎÉÃÁÔÉÏÎ ÔÈÅÙ ÈÁÖÅ ÉÎ ÍÉÎÄȢ 4ÈÅ 
only two I can think of, outside of those listed, would be snail mail and express 
delivery services, like DHL.  

I EXPRESS MY INTEREST 

I want to show my interest, but not using my real account ɀ the one the original spam was sent to ɀ because I use that for real life communication all the 
time. FÏÌÌÏ×ÉÎÇ ÔÈÅ ÓÃÁÍÍÅÒȭÓ ÌÅÁÄȟ ) ÓÅÔ ÕÐ Á ÆÒÅÅ ÅÍÁÉÌ ÁÃÃÏÕÎÔȢ   

BODY NOTES 
 

Hi,  

 

I'm really interested in the "tran sactions specialist" position you 

 
1. In any other part of the business universe, no one would take this seriously: a 

free account; an obviously bogus name, which should really stand out when 



 

 

emailed me about. I'd like to know more about the position, but I'm a 

little nervous about giving you my phone number right away, so could you 

please email me some more information about the position?  

 

Here's some personal  information, so you know I'm not fooling with you:  

 

Full name: Mort A. Della  

Email: gimme.cheese@yahoo.com  

Gender: Male  

Birth year: April 1, 1985  

Mailing address: 123 Demographics Lane  

City: Nome  

State: Alaska (AK)  

Zip: 99762  

 

I look forward to hearing fr om you!  

 

Sincerely,  

 

Mort  

ÃÏÍÐÁÒÅÄ ×ÉÔÈ ÔÈÅ ÅÍÁÉÌ ÁÄÄÒÅÓÓȠ ÔÈÅ ÕÓÅ ÏÆ Ȱ$ÅÍÏÇÒÁÐÈÉÃÓȱ ÁÓ ÐÁÒÔ ÏÆ Á ÓÔÒeet 
ÎÁÍÅȠ ÁÎÄȟ ÔÈÅ ÕÎÕÓÕÁÌ ÂÉÒÔÈ ÄÁÔÅȢ )ȭÖÅ ÁÌÓÏ ÎÏÔÉÃÅÄ ÆÒÏÍ ÓÃÁÎÎÉÎÇ ÓÏÍÅ ÓÃÁÍ 
ÂÁÉÔÉÎÇ ÓÉÔÅÓ ÔÈÁÔ !ÌÁÓËÁȭÓ ËÉÎÄ ÏÆ ÐÏÐÕÌÁÒȢ 7ÏÎÄÅÒ ×ÈÙ ÔÈÁÔ ÉÓȢ  

2. .ÏÔÉÃÅ ÁÌÓÏ ÔÈÁÔ )ȭÍ ÁÌÒÅÁÄÙ ÓÅÔÔÉÎÇ ÅØÐÅÃÔÁÔÉÏÎÓ ÁÒÏÕÎÄ ÔÈÅ ÕÓÅ ÏÆ ÔÈÅ ÐÈÏÎÅȢ ) 
do not want to make or receive any phone calls for any part of this scam 
ÂÁÉÔÉÎÇ ÓÅÓÓÉÏÎȟ ÓÏ )ȭÍ ÍÁËÉÎÇ ÔÈÁÔ ÐÁÒÔ ÏÆ ÔÈÅ ÉÎÉÔÉÁÌ ÐÉÔÃÈ ÔÏ ÔÈÅ ÓÃÁÍÍÅÒȢ 

I GET A RESPONSE 

I figured the likelihood of getting a response was pretty small. I was pretty surprised, then, to get a reply.  

HEADER NOTES 
 

From Alex Smirnov Fri Mar 7 02:20:49 2008  

Return - Path: < employment.baikalinvest@gmail.com > 

Authentication - Results: mta354.mail.mud.yahoo.com from=gmail.com; 

domainkeys=pass (ok)  

Received: from 72.14.246.243 (EHLO ag - out - 0708.google.com) 

(72.14. 246.243)  

 by mta354.mail.mud.yahoo.com with SMTP; Fri, 07 Mar 2008 02:20:50 - 0800  

Received: by ag - out - 0708.google.com with SMTP id 35so403494aga.11  

  for <gimme.cheese@yahoo.com>; Fri, 07 Mar 2008 02:20:49 - 0800 (PST)  

Received: by 10.100.194.17 with SMTP i d r17mr2708514anf.51.1204885249458;  

  Fri, 07 Mar 2008 02:20:49 - 0800 (PST)  

Received: by 10.100.151.16 with HTTP; Fri, 7 Mar 2008 02:20:49 - 0800 

(PST)  

Message - ID: <fec5f1740803070220j334d1ee5y1b6e298d3ad5d120@mail.gmail.com>  

Date: Fri, 7 Mar 2008 05:20:49 - 0500  

From: " Alex Smirnov " < employment.baikalinvest@gmail.com > 

To: gimme.cheese@yahoo.com  

Subject: Baikal Investment, Inc .: information on receivables 

clerk/associate positions  

MIME- Version: 1.0  

Content - Type: multipart/alternative;  

 boundary=" ---- =_Part_4 355_12959624.1204885249436"  

Content - Length: 12651  

 
1. The quick response to my email is coupled with a quick change in email 

addresses. Obviously the career.baikalinvest@gmail.com address has already 
been reported and shut down. 

2. I also have a couple of names to work with, too: a company, and a person. I 
doubt either one of them are real.  

mailto:career.baikalinvest@gmail.com


 

 

BODY NOTES 
 

Dear Mort,  

 

Thank you for your interest with the part - time openings available with 

our company.  

 

Baikal Inves tment, Inc. ( www.baikalinvest.com ) is one of the leading 

Russian financial services companies specializing in offering tailored 

financial solutions to institutional clients and high net worth 

individuals all over the world. Our sophisticated quantitative a pproach 

and use of advanced trading techniques including financial derivatives 

enables us to deliver superior absolute returns to our clients. We are 

licensed and supervised by the Russian Federal Financial Markets Service 

(please refer to our website for the certified copies of our professional 

licenses).  

 

We offer you to join our team of talented and motivated professionals to 

provide superior service to our US clients in the position of Receivables 

Clerk/Associate. The essence of this role is to ensure f ast and accurate 

processing of client funds received domestically in the US to our managed 

brokerage accounts in Russia.  

 

The position on offer is commission - based. Typically, you will be 

expected to dedicate 2 - 6 hours per week to your duties, part of whic h 

should be regular business hours. Your core responsibility will be to 

receive investment funds from our US clients into your designated bank 

account, reconcile the payments and obtain the transaction documentation 

from your supervisor, and transfer speci fied funds into our managed 

investment accounts as instructed. You will be in charge of contacting 

your bank in order to obtain transfer status information, confirmations 

and account activity reports, as well as handling daily communications 

with your bank .  

 

You will receive a flat - rate 2% commission from the gross amount of each 

transfer that is remitted into your designated account (for instance, if 

$10,000 is credited into your account, you will be retaining a commission 

of $200), plus we will cover any funds transfer fees. Your commission is 

available immediately, so there is no need to wait for the payroll check 

in the end of the month.  

 

It should be underlined that all monies that you will receive will come 

from verifiable entities within the US. The f unds that you will handle 

will comprise of stake purchase at our managed funds, funds given into 

trust management and various fees that are charged on our clients. You 

will receive funds via secure electronic Wire transfer used by major US 

banks for funds and securities settlement. This means that no funds will 

be deposited into your account unless the transaction is reviewed and 

confirmed both by the remitting and recipient banks. Thus, there is no 

risk on your end.  You will never be required to cash a che ck, make a 

remittance before the funds are cleared into your account or engage in 

any other financially risky activity. In case that your bank requires 

additional information to authorize a transaction, you will also perform 

 
1. The email headers gave me plenty to work with, so finding extra information 

in the body of the message was all the more rewarding: the company URL is 
given; and, a toll-ÆÒÅÅ ÎÕÍÂÅÒ ÉÓ ÐÒÏÖÉÄÅÄȢ !ÇÁÉÎȟ )ȭÍ ÎÏÔ ÐÌÁÎÎÉÎÇ ÏÎ ÕÓÉÎÇ 
that number, but it might be useful in tracking the scammer.  

2. 4ÈÁÔȭÓ ÑÕÉÔÅ ÔÈÅ ÁÌÍÉÇÈÔÙ ÊÏÂ ÄÅÓÃÒÉÐÔÉÏÎȢ Note the ȰÎÏ ÒÉÓË on your endȱ 
paragraph. It gives all the right assurances about all the wrong things. Banks 
are very interested in ɀ and suspicious of ɀ large money transfers. Further, 
financial institutions in the U.S. are required by law to report any unusual 
transactions to the IRS. The reality of that fact ought to be driven home after 
the recent exposure of now former New York Governor Eliot Spitzer, because 
of several large bank transfers.  

3. !ÎÏÔÈÅÒ ÇÏÔÃÈÁ ÉÓ ÔÈÅ ÐÁÒÔ ÁÂÏÕÔ ÎÏ ÕÐÆÒÏÎÔ ÅØÐÅÎÓÅȢ )ȭÌÌ ÅÌÁÂÏÒÁÔÅ ÏÎ ÔÈÁÔ ÉÎ Á 
later section.  

4. Near the end, my now dear friend Alex stumbles in a big way. Notice the name 
of the company, as given in the closing paragraph of the email. Who is Baikal 
Trust & Fund?  

5. 7ÈÁÔ ÔÈÅ ÈÅÃË ÉÓ ÁÎ ȰÅÑÕÁÌ ÏÐÐÏÒÔÕÎÉÔÉÅÓ ÅÍÐÌÏÙÅÒȱȩ 7ÈÙ ÉÓ Á ÆÏÒÅÉÇÎ 
company, one not subject to ɀ and certainly not obeying ɀ U.S. law, making 
reference to compliance with EEO requirements? 

6. 4ÈÅ ÓÅÃÏÎÄ ÅÍÁÉÌ ÄÏÅÓÎȭÔ ÓÈÏ× ÕÐȢ 4ÈÅ ÒÅÁÓÏÎ ÆÏÒ ÔÈÁÔ ×ÉÌÌ ÂÅ ÆÏÒÔÈÃÏÍÉÎÇȢ 
7. TÈÅ ÄÉÓÃÌÁÉÍÅÒ ÁÔ ÔÈÅ ÅÎÄ ÉÓ ÐÒÅÔÔÙ ÆÕÎÎÙȢ 'ÕÅÓÓ ÔÈÁÔȭÓ ÇÏÉÎÇ ÔÏ ÂÅ Á ÓÔÉÃËÉÎÇ 

point with Mr. Smirnov, when I drag my lawyer friend into the fray. )ȭÄ ÒÅÁÌÌÙ 
ÌÉËÅ ÔÏ ËÎÏ× ×ÈÏ ÄÒÅÁÍÔ ÕÐ ÔÈÅ ȰÌÅÇÁÌÌÙ ÅØÅÍÐÔ ÆÒÏÍ ÄÉÓÃÌÏÓÕÒÅȱ ÐÈÒÁÓÅȢ 
Sounds like an attempt to lay claim to a form of diplomatic immunity. U.S. and 
international law can and do allow discÌÏÓÕÒÅȟ ÁÎÄ ÉÔȭÓ ÉÒÏÎÉÃ ÔÈÁÔ ÓÏÍÅÏÎÅ 
using a free email service ɀ and a spammer, no less ɀ would expect to keep 
everyone from looking at their unscrupulous dealings ÉÎ ×ÈÁÔȭÓ ÃÏÎÓÉÄÅÒÅÄ Á 
public forum. This disclaimer shows up at the end of every email froÍ Ȱ!ÌÅØȱȟ 
ÂÕÔ ) ×ÏÎȭÔ ÂÏÔÈÅÒ ÉÎÃÌÕÄÉÎÇ it after this.  

8. The whole point of this long-×ÉÎÄÅÄ ÅØÅÒÃÉÓÅ ÉÓ ÔÏ ÔÅÌÌ ÍÅ ÔÈÁÔ )ȭÌÌ ÇÅÔ Á ÆÌÁÔ-rate 
2% commission for letting my bank account be used for money laundering.  



 

 

as our mailing agent by communi cations supporting documentation to the 

relevant department.  

 

The positions do not involve any upfront expense or financial risk on 

your end. All transfer fees are deduced from the amounts that you 

receive, so you will not be covering any business expense out of your own 

pocket, and no investment is expected from you to occupy this position. 

Your commission is calculated as 2% of the gross amount of client funds 

credited into your account and is retained out of each transfer, so that 

it is at your disposal at once. There is thus no need to wait for the 

payroll check. It should be underlined that you will only be in charge of 

reporting your commissions as your personal/business income and paying 

your income tax on the total commissions you receive over a give n tax 

period.  

 

Your duties will typically require 2 - 6 hours per week. All communications 

are carried out via phone/fax/email, and you will need to be able to 

visit your local bank branch occasionally, which means that you should be 

readily available during  the regular business hours upon a few hours 

advance notice. Since Baikal is not a US tax entity, your tax reporting 

and accounting is entirely your responsibility. In order to qualify for 

the position, you must be a permanent US resident aged 21 and above . 

Baikal Trust & Fund  is an equal opportunities employer . Depending on your 

role (receivables clerk or receivables associate), your average monthly 

commission can vary from $2,000 to $5,000.  

 

Please see the next email for more information.  

 

Sincerely,  

 

Ale x Smirnov  

Executive Manager  

Baikal Investment, Inc  

 

phone: 866 - 791- 9240  (you might have to wait for more than 30 seconds 

before you are  

connected)  

 

--------------------------------  

DISCLAIMER 

 

This message is intended exclusively for the individual or enti ty to 

which it is addressed. This communication may contain information that is 

proprietary, privileged, confidential or otherwise legally exempt from 

disclosure. If you are not the named addressee, you are not authorized to 

read, print, retain, copy, or d isseminate this message or any part of it. 

If you have received this message in error, please notify the sender 

immediately.  

ENTHUSIASTIC ME 

%ÖÅÎ ÔÈÏÕÇÈ ÔÈÅÒÅȭÓ Á ÌÏÔ ÓÅÒÉÏÕÓÌÙ ÁÍÉÓÓ ×ÉÔÈ ÔÈÅ ÒÅÓÐÏÎÓÅ ÆÒÏÍ Ȱ!ÌÅØȱȟ ) ×ÁÎÔ ÔÏ ÐÌÁÙ ÓÏÍÅ ÍÏÒÅȢ  



 

 

BODY NOTES 
 

Alex,  

 

Thanks so much for replying so promptly to my request for information.  

 

I'm very interested in this position, but there's a bit of a snag. I'd 

like to keep my wif e from finding out about this -  I want to surprise her 

with the commissions, once they start coming in -  so I need to avoid 

using the phone for the time being.  

 

Is there any way we can get things started via email?  

 

Thanks,  

 

Mort  

 
1. Not really much to note, ÔÈÏÕÇÈ )ȭÍ ÓÔÉÌÌ ÐÌÁÙÉÎÇ ÔÈÅ ÐÈÏÎÅ ÁÎÇÌÅȢ !ÐÏÌÏÇÉÅÓ ÔÏ 
ÍÙ ÌÏÖÅÌÙ ×ÉÆÅ ÆÏÒ ÕÓÉÎÇ ÈÅÒ ÁÓ ÔÈÅ ȰÉÎÖÉÓÉÂÌÅ ÁÕÔÈÏÒÉÔÙȱȢ )ÔȭÌÌ ÂÅ ÉÎÔÅÒÅÓÔÉÎÇ ÔÏ 
see if the attempt to get things going without a phone call is going to work.  

BEING DILIGENT 

I sent the above on a FÒÉÄÁÙȢ 4ÈÅ ×ÅÅËÅÎÄȭÓ ÃÏÍÅ ÁÎÄ ÇÏÎÅȟ ÁÎÄ ÎÏÔ Á ×ÏÒÄ ÆÒÏÍ ÍÙ ÂÕÄÄÙȢ (Ï× ÁÂÏÕÔ Á ÔÉÃËÌÅÒ ÔÏ ÓÅÅ ÉÆ ×ÅȭÒÅ ÇÏÉÎÇ ÁÎÙ×ÈÅÒÅȩ 

BODY NOTES 
 

Dear Alex,  

 

I sent you a reply last week, telling you I was interested in the part -

time position you emailed me about. I have n't heard back. Did you not get 

my reply?  

 

Thanks,  

 

Mort  

 

 

7%ȭ2% 34),, !,)6% !.D KICKING 

The tickler seems to have paid off. It takes a few hours, but I do get a response.  

HEADER NOTES 
  



 

 

From Baikal Investment Mon Mar 10 10:41:47 2008  

Return - Path: <caree r.baikalinvest@hotmail.com>  

Authentication - Results: mta192.mail.re2.yahoo.com from=hotmail.com; 

domainkeys=neutral (no sig)  

Received: from 65.55.175.221 (EHLO blu139 - omc3- s21.blu139.hotmail.com) 

(65.55.175.221)  

 by mta192.mail.re2.yahoo.com with SMTP; Mon,  10 Mar 2008 10:43:16 - 0700  

Received: from BLU125 - W19 ([65.55.162.189]) by blu139 - omc3-

s21.blu139.hotmail.com with Microsoft SMTPSVC(6.0.3790.3959);  

  Mon, 10 Mar 2008 10:41:46 - 0700  

Message - ID: <BLU125 - W19C001B493012A28764A35FC0E0@phx.gbl>  

Return - Path: ca reer.baikalinvest@hotmail.com  

Content - Type: multipart/alternative;  

 boundary="_690884b5 - caf0 - 4e21 - aba9 - bbcfca11307f_"  

From: Baikal Investment <career.baikalinvest@hotmail.com>  

To: <gimme.cheese@yahoo.com>  

Subject: Baikal Investment, Inc: your inquiry on re ceivables 

clerk/associate  

 positions  

Date: Mon, 10 Mar 2008 13:41:47 - 0400  

Importance: Normal  

MIME- Version: 1.0  

Content - Length: 15902  

1. One of the reasons for the long quiet, and the missing second email, becomes 
apparent. New email address, and a switch to a completely different ɀ but still 
completely free! ɀ ÅÍÁÉÌ ÓÅÒÖÉÃÅȢ .Ï× ÔÈÁÔȭÓ a confidence bolsterer.  

BODY NOTES 
 

We are currently experiencing technical problems with our email server, 

so I'm using this backup email address. Please let me know that you've 

received this email.  

 
1. 4ÈÅÒÅȭÓ Á ÌÏÔ ÍÏÒÅ ÔÏ ÔÈÉÓ ÍÅÓÓÁÇÅȢ )Î ÆÁÃÔȟ ÉÔȭÓ Á ÒÅÓÅÎÄ ÏÆ ÔÈÅ email discussed 

in ȰI Get A ResponseȱȢ 4ÈÅ ÏÎÌÙ ÔÈÉÎÇ ÏÆ ÒÅÁÌ ÉÎÔÅÒÅÓÔ ÉÓ ÔÈÅ ÌÁÍÅ ÅÍÁÉÌ ÓÅÒÖÅÒ 
excuse. Company must really be running on a shoestring if ÔÈÅÙȭÒÅ ÕÓÉÎÇ 
Google Mail for their Ȱprimaryȱ ÓÅÒÖÅÒȟ ÁÎÄ (ÏÔÍÁÉÌ ÁÓ ÔÈÅÉÒ ȰÂÁÃËÕÐȱ ÓÅÒÖÅÒȢ   

PART THE SECOND 

The much anticipated second email, with more details about the position, finally arrives. Follows here the content thereof.  

BODY NOTES 
 

As a foreign financial services company providing complex financial 

products, we face certain restrictions in establishing legal presence in 

the USA and a direct business relationship with a US bank. Our legal 

consultants are wo rking to resolve this issue in the long term, meaning 

that we can have full - time hire opportunities available for you when we 

get established in the US.  

 

The other reason for us to employ you as a domestic receivables agent is 

that many of our clients are unfamiliar or uncomfortable with 

transferring funds abroad. A lot of monies come from brokerage accounts, 

 
1. This instrument of seduction is well crafted. Look at the bullet-dodging going 

on in just the first paragraph: 
a. )ȭÍ ÈÁÒÄ-pressed to determine what complexities Baikal would be dealing 

with that are beyond the scope of doing something as simple as handling 
ÉÎÔÅÒÎÁÔÉÏÎÁÌ ÍÏÎÅÙ ÔÒÁÎÓÆÅÒÓȢ Ȱ(ÅÌÌÏȟ ÌÅÇÉÔÉÍÁÔÅ 5Ȣ3Ȣ ÂÒÏËÅÒÁÇÅȩ 4ÈÉÓ ÉÓ 
Baikal Investment, a legitimate Russian Federation brokerage. Our client 
would like to purchase 1000 shares in Plummeting, Inc. What 



 

 

smaller community banks or credit unions that do not have the human 

capital and the facilities required for smooth and efficient 

international funds t ransfer. However, for money laundering prevention 

and compliance purposes, we are also unable to accept cash deposits, such 

as Western Union, from our clients. Thus, it is required that you set up 

an account with a major nationwide or regional bank. When t ransferring 

the funds, you will also work with the receivables supervisor to ensure 

that all transfer instructions are submitted in due time and that all 

transactions are executed correctly.  

 

At the moment, we offer two alternative contract positions: cler k and 

associate. Receivables clerk is the basic position available to any 

qualifying individual (i.e. permanent US resident aged 21+ who meets our 

counterparty risk underwriting criteria). In order to get going as a 

receivables clerk, you will need to set up a personal checking account 

with a preferred bank available in your area. A clerk can then expect to 

handle $50,000 -  $100,000 dollars per month, depending on her previous 

track record. This will earn a commission of $1,000 -  $2,000. The 

associate is a more demanding position available to business owners and 

sole proprietors. Due to the legal status of a business entity, a 

receivables associate can expect to process up to $250,000 per month, and 

thus generate a commission of up to $5,000. If you do not c urrently own a 

business, but you are capable of handling the responsibility (and ideally 

have some relevant experience), please let me know. If you do not have a 

business bank account at the moment, but would like to work as an 

associate, we recommend to a pply for the clerk position and process a 

number of trial transfers while registering a business name and account 

you will use for in the associate capacity. You will have an opportunity 

to switch to the associate position when you business bank account is  

ready upon a week's notice to your supervisor.  

 

It should be underlined that this vacancy is 100% legal and complies with 

the statutes of the US, Russian and international general and Financial 

Services laws and regulations, as well as the prevailing busi ness 

practice. Both Russia and the USA are members of the Financial Action 

Task Force (the inter - governmental body developing and promoting policies 

to combat money laundering and terrorist financing), meaning that money 

transfer between across the borders  of the two countries does not violate 

any domestic or international regulation and is classified as lawful 

activity.  

 

In order to get going, you will need to set up a bank checking account in 

your personal or business name (proof of business ownership can  be 

required when applicable) with international Wire transfer feature 

available. Alternatively, you can use an existing account. It would be 

ideal if you set up an account with a major national or regional bank, as 

these banks are more competent in intern ational funds transfer, and also 

have correspondent accounts with Russian and/or European banks, which 

ensures faster funds clearing and settlement.  

 

To proceed with your enrollment or to ask any questions, please contact 

me by email or phone during regula r US business hours. Please do not 

forget to refer to the position that you are applying for (clerk or 

associate). I am looking forward to hearing from you. Please let us know 

explicitly if you are not interested in this employment opportunity, so 

that I d o not bother you in the future.  

arrangements are needed to wire the funds to you? Naturally, we will pay 
you the standard commission. Do we have the correct legal instruments 
ready for authenticating the transfer? Of course. What is the fax number? 
Thank you. I will send the fax ÁÓ ÓÏÏÎ ÁÓ ×Å ÈÁÎÇ ÕÐȢȱ ! ÆÏÌÌÏ×-up call 
ÌÁÔÅÒȟ Ȱ9ÅÓȢ 4ÈÉÓ ÉÓ "ÁÉËÁÌ )ÎÖÅÓÔÍÅÎÔȢ $ÉÄ ÙÏÕ ÒÅÃÅÉÖÅ ÔÈÅ ÆÁØȩ 6ÅÒÙ ÇÏÏÄȢ 
%ÖÅÒÙÔÈÉÎÇȭÓ ÉÎ ÏÒÄÅÒȟ ÁÎÄ ÔÈÅ ÔÒÁÎÓÆÅÒ ÉÓ ÁÐÐÒÏÖÅÄȩ 4ÈÁÎËÓ ÓÏ ÍÕÃÈȢ 7Å 
ÌÏÏË ÆÏÒ×ÁÒÄ ÔÏ ÒÅÃÅÉÖÉÎÇ ÙÏÕÒ ÉÎÖÏÉÃÅ ÁÔ ÔÈÅ ÅÎÄ ÏÆ ÔÈÅ ÍÏÎÔÈȢȱ 7hat 
×ÅȭÒÅ ÇÅÔÔÉÎÇ ÉÎÓÔÅÁÄ ÉÓȟ ȰHello. You: probably have never worked a day of 
your life in the financials market; very likely know next to nothing about 
the laws surrounding money-laundering; and, are likely distracted from 
the fact that this offer is coming to you from a free email account, by the 
possibility of making $3000 a month. Have we got a deal for you!ȱ 

b. If by any chance the recipient is concerned about the legality of the 
business, the reference to legal consultants who are working on the 
problem should help assuage those concerns. And, without even taking a 
breath, comes the offer (distraction) of possible full time work should 
those legal hurdles ever be overcome. Gasp! Think of the money to be had! 
(Actually, the number of hours per week worked ÁÒÅÎȭÔ ÇÏÉÎÇ ÔÏ ÃÈÁÎÇÅ ÔÈÅ 
throughput, since the increase in dollar amounts is affected by whether 
ÙÏÕȭÒÅ ÕÓÉÎÇ Á ÐÅÒÓÏÎÁÌ ÏÒ Á ÂÕÓÉÎÅÓÓ ÁÃÃÏÕÎÔȢ 1ÕÏÔÈ -ÒȢ "ÅÎÎÅÔÔȟ Ȱ2ÅÁÄ 
ÏÎȦȱ) 

2. The second paragraph is also smooth, but I think we can distill it down to this 
ÓÉÍÐÌÅ ÃÏÎÃÅÐÔȡ -ÏÎÅÙ ÌÁÕÎÄÅÒÉÎÇ ÉÓ ÉÌÌÅÇÁÌȢ 7Å ËÎÏ×ȟ ÏÕÒ ȰÃÌÉÅÎÔÓȱ ËÎÏ× ÉÔȢ 
"ÕÔȟ ÉÔȭÓ ×ÈÁÔ ×Å ÄÏȢ )Î ÏÒÄÅÒ ÔÏ ÎÏÔ ÇÅÔ ÃÁÕÇÈÔȟ ×ÅȭÖÅ ÃÏÏËÅÄ ÕÐ Á ÓÃÈÅÍÅ 
×ÈÅÒÅ ÔÈÅ ÏÎÅ ×ÈÏ ÁÃÃÅÐÔÓ ÁÌÌ ÔÈÅ ÒÉÓË ÉÓȣ ÙÏÕȦ  

3. Points about the third paragraph: 
a. What on earth are ȰÃÏÕÎÔÅÒÐÁÒÔÙ ÒÉÓË ÕÎÄÅÒ×ÒÉÔÉÎÇ ÃÒÉÔÅÒÉÁȱ? Since 
ÓÐÅÃÉÆÉÃÓ ÁÂÏÕÔ ÔÈÏÓÅ ÃÒÉÔÅÒÉÁ ÁÒÅÎȭÔ ÅÎÕÍÅÒÁÔÅÄȟ ) ÃÁÎ ÏÎÌÙ ÇÕÅÓÓ ÔÈÉÓ ÉÓ 
another bit of sophistry, designed to bedazzle the reader.  

b. 2ÅÍÅÍÂÅÒ ÔÈÅ ÅÍÁÉÌ ÔÈÁÔ ÓÁÉÄ ȰÔÈÅ ÐÏÓÉÔÉÏÎÓ ÄÏ ÎÏÔ ÒÅÑÕÉÒÅ ÁÎÙ ÕÐÆÒÏÎÔ 
exÐÅÎÓÅȱȩ #ÏÍÅÓ ÎÏ× ÔÈÅ ÄÉÓÃÏÖÅÒÙ ÔÈÁÔ ÁÎ ÁÃÃÏÕÎÔ ×ÉÔÈ Á ȰÍÁÊÏÒ 
ÎÁÔÉÏÎ×ÉÄÅ ÏÒ ÒÅÇÉÏÎÁÌ ÂÁÎËȱ ÉÓ ÒÅÑÕÉÒÅÄȢ Even without knowing which 
ÂÁÎËÓ ÁÒÅ ÏÎ "ÁÉËÁÌȭÓ ÁÐÐÒÏÖÅÄ ÌÉÓÔȟ ÉÔȭÓ ÅÁÓÙ ÔÏ ÓÅÅ ÔÈÁÔ ÓÏÍÅ ÅØÐÅÎÓÅ ×ÉÌÌ 
be incurred, in terms of both time and money. Checking accounts are not 
free to set up, either logistically or financially. !ÎÏÔÈÅÒ ȰÉÎÖÉÓÉÂÌÅȱ ÅØÐÅÎÓÅ 
ÉÓ ÔÈÅ ÃÒÅÄÉÔ ÃÈÅÃËÉÎÇ ÔÈÁÔȭÓ ÄÏÎÅ ×ÈÅÎ ÁÎ ÁÃÃÏÕÎÔ ÉÓ ÏÐÅÎÅÄȢ #ÒÅÄÉÔ ÃÈÅÃËÓ 
are marked on your credit report. Credit checks in close proximity ɀ as 
would result from first opening a personal account, and then a business 
one,  like Baikal suggests doing in this email paragraph - would be a red 
flag for creditors and others, even at a later date.  

4. .ÅØÔ ÉÓ ÔÈÅ ȰÉÔȭÓ ÌÅÇÁÌȟ ×Å ÐÒÏÍÉÓÅȱ ÐÁÒÁÇÒÁÐÈȢ Like the preceding paragraphs, 
iÔȭÓ ÁÎ ÁÍÁÚÉÎÇ ÓÅÍÁÎÔÉÃ ×Åb.  
a. 'ÏÉÎÇ ÈÅÁÖÙ ×ÉÔÈ ÔÈÅ ρππϷ ÇÕÁÒÁÎÔÅÅȟ ÄÏÎȭÔ ÙÏÕ ÔÈÉÎËȩ (ÁÖÉÎÇ ÒÅÁÄ 



 

 

 

Sincerely,  

 

Alex Smirnov  

through a few employment contracts and non-disclosure agreements over 
the years, I think of the severability clause in those contracts, and compare 
it with this promise. Since this is a solicitation for work, and not a contract, 
ÔÈÅ ×ÏÒÄÓ ÒÅÁÌÌÙ ÄÏÎȭÔ ÍÅÁÎ ÍÕÃÈȢ 9ÏÕ ÄÏÎȭÔ ÈÁÖÅ ÔÈÅ ÊÏÂ ÙÅÔȢ )Æ ÙÏÕ ÄÏ 
take the job, and it were to go to court ɀ assuming for a moment that the 
people perpetrating this scam were honorable enough to go into a 
courtroom ɀ I think the judge would toss the guarantee out, with the 
ÃÏÍÍÅÎÔ ÔÈÁÔȟ Ȱ9ÏÕ ÄÉÄÎȭÔ ÄÏ ÅÎÏÕÇÈ ÄÕÅ ÄÉÌÉÇÅÎÃÅ ÂÅÆÏÒÅ ÁÃÃÅÐÔÉÎÇ ÔÈÉÓ 
ÐÏÓÉÔÉÏÎȢȱ -ÏÒÅ ÔÏ ÔÈÅ ÐÏÉÎÔȟ ÉÆ ÙÏÕ ÄÏ ÅÎÄ ÕÐ ÉÎ Á ÃÏÕÒÔÒÏÏÍȟ ÔÈÅ ÃÈÁÒge 
will be money-laundering, of course. Also of course is the fact that no legal 
reps from Baikal will be there to defend you, or hold you hand while the 
judge pronounces sentence.  

b. Yes, bolster the argument by appealing to authority, without once stating 
×ÈÉÃÈ ÓÅÃÔÉÏÎÓ ÏÆ ÔÈÅ ÒÅÌÅÖÁÎÔ ÌÁ×Ó ÙÏÕȭÒÅ ÉÎ ÃÏÍÐÌÉÁÎÃÅ ×ÉÔÈȢ  

c. !Ó ÆÏÒ ȰÐÒÅÖÁÉÌÉÎÇ ÂÕÓÉÎÅÓÓ ÐÒÁÃÔÉÃÅȱȩ 4ÈÁÔȭÓ ÊÕÓÔ ÐÌÁÉÎ ÄÉÓÉÎÇÅÎÕÏÕÓÎÅÓÓȢ  

 

STILL A PLAYA, YO! 

)ȭÍ ÓÔÉÌÌ ×ÁÎÔ ÔÏ ÐÌÁÙ Á ÃÏÕÐÌÅ ÏÆ ÒÏÕÎÄÓ ÏÆ ÔÈÉÓ ÇÁÍÅȟ ÓÏ ÉÔȭÓ ÔÉÍÅ ÔÏ ÔÒÏÔ ÏÕÔ ÁÎÏÔÈÅÒ ȰÔÈÅ ÅÓÓÅÎÃÅ ÏÆ ÉÎÎÏÃÅÎÃÅȱ ÐÌÏÙȢ 

BODY NOTES 
 

Alex,  

 

I'm glad you contacted me from your temporary account.  

 

Since you probably didn't get my earlier email because of the problem 

with your email server -  and at the risk of repeating myself if you did -  

I want to  let you know I am interested in the clerk position.  

 

As I mentioned before, using the phone is going to be a bit of a problem 

for me. My wife is sometimes suspicious about phone calls after all the 

problems we've had with telemarketers, so what I'd like t o do is:  

 

o Get things sent up via email.  

o I start earning some commissions working for Baikal.  

o I show my wife everything's great with the work.  

o Then we can talk more on the phone.  

 

Would there be a way we could get things started that way?  

 

Oh, anoth er question. What are the banks you prefer receiving 

transactions from?  

 

 
1. I acknowledge the email change, but just sail right by it. Of course you had a 

problem with your email. Some unscrupulous person reported the Google Mail 
ÁÄÄÒÅÓÓȟ ÄÉÄÎȭÔ ÔÈÅÙȩ 0ÏÏÒ !ÌÅØȟ ÙÏÕȭÒÅ ÇÏÉÎÇ ÔÏ ÈÁÖÅ ÔÏ ×ÏÒË ÆÏÒ ÙÏÕÒ ÄÁÉÌÙ 
ÂÒÅÁÄ Á ÌÉÔÔÌÅ ÈÁÒÄÅÒ ÎÏ×ȟ ÁÒÅÎȭÔ ÙÏÕȩ  

2. Still pushing back on the whole phone idea. By presenting my little business 
ÐÌÁÎȟ )ȭÍ ÔÒÙÉÎÇ ÔÏ ÍÁËÅ ÉÔ ÅÁÓÙ ÆÏÒ "ÁÉËÁÌ ÔÏ ÓÁÙ ÙÅÓ ÔÏ ÃÏÎÔÉÎÕÉÎÇ ÏÕÒ 
discussions without speaking to anyone on the phone.  

3. Also note the segue into asking for the list of preferred banks.  



 

 

Thanks,  

 

Mort  

THE MEAT OF THE MATTER, PART 1 

With the next two emails from Baikal, we start hitting the real business part of this whole exercise. 

BODY NOTES 
 

Dear Mort,  

  

Once you return the application forms (please see the next email) to us, 

Im required to talk to you on the phone to verify that you can be reached 

if we have an emergency question. Do you have a cellular phone you can be 

reached at? Ca n you call me today or tomorrow? Please find more info on 

the clerk position below.   

 

In order to qualify as a receivables clerk, you need to set up/use an 

existing checking account with one of our preferred banks (in order of 

diminishing desirability: Wells Fargo, Washington Mutual Bank, Citibank, 

Citizens Bank, Bank Of The West, BB&T, PNC Bank, 5/3 Bank, Provident 

Bank, Key Bank, US Bank, Chase Bank, Regions Bank ). A voided check 

bearing your name and address or a confirmation letter from your banker, 

as  well as account number and bank routing number, may be required in 

course of the account verification.  

 

Please note that as a receivables clerk, you can only utilize a personal 

bank account for investor funds transfers. This type of account only 

allows yo u to receive up to $10,000.00 per a single transfer, with a 

total of up to $50,000.00 per month. Please note that if your account is 

opened with either Wells Fargo Bank or Washington Mutual bank, you will 

be receiving $15,000.00 - $20,000.00 per single trans fer and up to 

$100,000.00 per month. You can also set up a company or register as a 

sole proprietor and act as our receivables associate instead. A 

receivables associate can establish a business checking account and 

handle up to $350,000 per month and thus  generate higher commissions.  

 

If you currently don't own a business, but would like to apply for the 

associate position, we advise you to start as a receivables clerk and 

process a couple of transfers, while registering a business name and 

opening the bus iness bank account, and switch to the associate when you 

have everything ready.  

 

If would like to proceed with this,  but do not run a business so far, I 

recommend that you apply for a Sole Proprietorship  (obtain a Doing 

Business Name certificate) at your l ocal Registrar of Companies or 

Chamber of Commerce. The whole process typically take 1 - 2 days to 

register the business and then another 1 - 2 days to open a business bank 

account. The associated expense can sum up to $50 to $100 in total, which 

 
1. What is it with these two-ÐÁÒÔ ÅÍÁÉÌÓȩ )ȭÍ ÁÓÓÕÍÉÎÇ ÐÁÒÔ ÏÆ ÔÈÅ ÁÎÓ×ÅÒ ÉÓ ÔÈÁÔ 
ÔÈÅÒÅȭÓ Á ÍÉÎÏÒ ÓÔÁÂ ÁÔ ÐÅÒÓÏÎÁÌÉÚÁÔÉÏÎ ÉÎ ÔÈÅ ÆÉÒÓÔ ÅÍÁÉÌȟ ×ÈÉÌÅ ÔÈÅ ÓÅÃÏÎÄ ÏÎÅ 
is generic.  

2. !Ì×ÁÙÓ ×ÉÔÈ ÔÈÅ ÐÈÏÎÅȢ (ÅȭÓ ÐÕÓÈÉÎÇ ÒÅÁÌÌÙ ÈÁÒÄ ÔÏ ÍÁËÅ ÔÈÁÔ ÃÁÌÌ.  
3. The list of banks, which is what I really want to see. Why? I want to accomplish 

two things:  
a. First, make my pitch sound more authentic when the time comes to 

discuss opening the account and filling out the application. Since I live in 
!ÌÁÓËÁȟ ÉÔȭÓ ÉÍÐÏrtant that I know what banks are near my fictitious 
address.  

b. Second, getting the list of financial institutions that should be notified 
about this latest scam. 

4. We can open the floodgates wide! If you get an account with Wells Fargo or 
Washington Mutual, and/or set up an business account as a sole proprietor, 
ÅÖÅÎ ÍÏÒÅ ÍÏÎÅÙ ×ÉÌÌ ÆÌÏ× ÉÎÔÏ ÙÏÕÒ ÈÁÎÄÓȢ 4ÈÉÎË ÈÏ× ÒÉÃÈ ÙÏÕȭÌÌ ÂÅ )Æ ÙÏÕ ÄÏ 
ÔÈÁÔȦ /È ÙÅÁÈȟ ÅÖÅÎ ÔÈÏÕÇÈ ×ÅȭÒÅ ÎÏÔ ÉÎ ÔÈÅ ÂÕÓÉÎÅÓÓ ÏÆ ÄÉÓÐÅÎÓÉÎÇ ÂÕÓÉÎÅÓÓ 
ÁÄÖÉÃÅ ɉÓÅÅ ÔÈÅ ȰÕÓÅ 'ÏÏÇÌÅ ÏÒ 9ÁÈÏÏȱ ÌÉÎÅɊȟ ×ÅȭÌÌ ÍÁËÅ ÒÅÃÏÍÍÅÎÄÁÔÉÏÎÓ ÏÎ 
how to really raise a few bank officers eyes:  
a. Open an individual account. 
b. Watch large sums flow into and out of that account, with only a small 

residual. 
c. Open a business account as a sole proprietorship at the same bank a few 

days later. 
d. Ditto on the large sums statement in (b). 
)Æ ÙÏÕ ÄÏÎȭÔ ÇÅÔ ÓÏÍÅ ÎÏÔÉÃÅ ×ÉÔÈ ɉÁɊ ÁÎÄ ɉÂɊ ÁÆÔÅÒ Á ÆÅ× ÄÁÙÓȟ ÙÏÕ ×ÉÌÌ ÂÙ ÔÈÅ 
time you get done with (c) and (d). Authorities get called, you get investigated, 
account is frozen, money in account is confiscated, and those large sums? Yup, 
ÔÈÅÙȭÒÅ ÓÁÆÅÌÙ ÉÎ "ÁÉËÁÌȭÓ ÈÁÎÄÓȢ 4ÏÕÇÈ ÌÕÃË ÆÏÒ ÙÏÕȢ   



 

 

will be compe nsated with the first transfer sent to your account 

(provided that you can fax/email us copies of all slips and receipts 

confirming your expense). For more information on how to register a Sole 

Proprietorship in your state, please use Google or Yahoo . Plea se let me 

know if you need more information on this subject.  

 

Please make sure to maintain a positive balance in the account you open. 

Even $1.00 is enough for us to verify that the account is active and 

start using it.  

 

In order to enable us to fund your account on a daily basis, I would need 

you to provide online/phone access to account activity reports, so that 

we can monitor transactions, including pending and unsettled items, in 

real time. If this is not a viable option, please set me up for daily 

acco unt activity summary email alerts, so that I am kept informed of the 

activity on the account when you are not available.  

 

To get enrolled for the position, you will need to complete a simple 

contract and fill in an application . Please either email or fax the 

documents back to me and keep the originals for your own records. In some 

cases, additional documentation may be required to validate your 

application.  

 

Please reply to this email to let me know how long do you think it will 

take you to complete the ap plication forms.  

THE MEAT OF THE MATTER, PART 2 

Short email, with the contract and application attached. A later email, ȰOh, Great Wizard! Grant Me an Extension!ȱȟ ÄÉÓÃÕÓÓÅÓ ÓÏÍÅ ÏÆ ÔÈÅ ÑÕÉÒËÓ ÁÂÏÕÔ ÔÈÅ 
contract.  

BODY NOTES 
 

Please find the application forms attached to this email. Please reply to 

this email to confirm that you received it.  

 

I've also sent you a test email from my work email address:  

 

a.smirnov@baikalinvest.biz  please reply to it if you receive it.  

 

 
1. 3ÈÏÒÔ ÁÎÄ Ó×ÅÅÔȟ ÅØÃÅÐÔÉÎÇ ÔÈÅ ÁÔÔÁÃÈÍÅÎÔȢ !Ó ÓÈÏÒÔ ÁÓ ÔÈÅ ÅÍÁÉÌ ÉÓȟ ÔÈÅÒÅȭÓ ÓÔÉÌÌ 
ÒÏÏÍ ÆÏÒ ÓÏÍÅÔÈÉÎÇȢ .ÏÔÉÃÅ ÔÈÁÔ !ÌÅØ ÎÏ× ÇÉÖÅÓ ÍÅ ÁÎ ȰÏÆÆÉÃÉÁÌȱ ÅÍÁÉÌ ÁÄÄÒÅÓÓȢ 
"ÕÔ ÉÔȭÓ ÎÏÔ in the same domain that he gave me before!  

TESTING...   

True to his word  (at least we know his honesty extends this far), Alex sends me the test message. 



 

 

HEADER NOTES 
 

From Baikal Investment Tue Mar 11 07:55:49 2008  

Return - Path: <a.smirnov@baikalinvest.biz>  

Authentica tion - Results: mta206.mail.re3.yahoo.com from=baikalinvest.biz; 

domainkeys=neutral (no sig)  

Received: from 217.16.27.41 (EHLO plesk.gohost.ru) (217.16.27.41)  

 by mta206.mail.re3.yahoo.com with SMTP; Tue, 11 Mar 2008 07:55:57 - 0700  

Received: (qmail 8127 invo ked from network); 11 Mar 2008 17:55:56 +0300  

Received: from 25 - 54.34 - 65.tampabay.res.rr.com (HELO cdma - 92- 36- 59-

66.msk.skylink.ru) (65.34.54.25)  

 by plesk.gohost.ru with SMTP; 11 Mar 2008 17:55:55 +0300  

Date: Tue, 11 Mar 2008 10:55:49 - 0400  

From: Baikal I nvestment <a.smirnov@baikalinvest.biz>  

Organization: Alex Smirnov  

Message - ID: <321049441.20080311105549@baikalinvest.biz>  

Disposition - Notification - To: a.smirnov@baikalinvest.biz  

To: "Gimme Cheese" <gimme.cheese@yahoo.com>  

Subject: test email  

MIME- Version: 1.0  

Content - Type: text/plain; charset=us - ascii  

Content - Transfer - Encoding: 7bit  

Content - Length: 729  

 
1. Business email address, as promised. Even if the mail servers and domains 

have been changing like mad, it seems the Mr. Smirnov is jealous of his 
credentialÓȢ -ÁÙÂÅ ÈÅȭÓ wary enough to not switch names in midstream, and 
thus lose credibility with his target?  

2. SmartWhois does tell me that www.baikalinvest.biz resolves to the 
217.16.27.41 IP address. Of course, so do www.baikalinvest.com, 
www.rrhfinancial.com, and www.galotrust.comȢ ) ×ÏÕÌÄÎȭÔ ÂÅ ÔÅÒÒÉÂÌÙ 
surprised if other domains do, as well.  

3. Some ×ÅÉÒÄÎÅÓÓ ÉÎ ÔÈÅ ÈÅÁÄÅÒ ) ÄÏÎȭÔ ÑÕÉÔÅ ÕÎÄÅÒÓÔÁÎÄȢ )Ó ÔÈÅÒÅ ÓÏÍÅ ÒÅÌÁÙÉÎÇ 
going on?  

BODY NOTES 
 

this is a test email. please reply to it if you received it  
 
1. 7Ï×Ȣ /ËÁÙȣ 

KEEP THINGS MOVING 

I am your ever enthusiastic friend and servant, Alex! 

BODY NOTES 
 

Alex,  

 

I don't have an account at any of the listed banks. It's going to take me 

a few days to see about getting an account set up. I'll get back to you, 

and let you know how things are going.  

 

Mort  

 
1. )ȭÍ ÔÅÌÌÉÎÇ ÔÈÅ ÔÒÕÔÈȟ ÆÏÒ ÏÎÃÅȢ !ÃÔÕÁÌÌÙȟ ) ÔÅÌÌ ÔÈÅ truth three times, once for 

each sentence. 2ÅÁÌÌÙȢ ) ×ÉÌÌ ȰÓÅÅȱ ÁÂÏÕÔ ÇÅÔÔÉÎÇ ÁÎ ÁÃÃÏÕÎÔ ÓÅÔ ÕÐȢ !ÎÄȟ ) ×ÉÌÌ ÌÅÔ 
ÈÉÍ ËÎÏ× ÈÏ× ȰÔÈÉÎÇÓȱ ÁÒÅ ÇÏÉÎÇȢ  

http://www.baikalinvest.biz/
http://www.baikalinvest.com/
http://www.rrhfinancial.com/
http://www.galotrust.com/


 

 

ACCOUNTABILITY 

-ÉÎÅȟ ÁÎÄ ÈÉÓȢ 4ÈÅÒÅȭÓ ÁÎ ÉÎÔÅÒÅÓÔÉÎÇ ɀ ÍÁÙÂÅ ÍÏÒÅ ÁÃÃÕÒÁÔÅÌÙ ÔÅÒÍÅÄȟ ȰÄÉÓÔÕÒÂÉÎÇȱ ɀ feature of the contractȟ ÁÎÄ ÔÈÁÔȭÓ ÔÈÅ ÆÁØ ÎÕÍÂÅÒȢ ) ÄÉÄ ÓÏÍÅ 
ÒÅÓÅÁÒÃÈ ÂÅÆÏÒÅ ÓÅÎÄÉÎÇ ÔÈÅ ÅÍÁÉÌȟ ÓÏ ) ÁÌÒÅÁÄÙ ËÎÏ× ÔÈÁÔ ɉÁɊ 2ÕÓÓÉÁ ÄÏÅÓÎȭÔ ÕÓÅ ÔÈÅ ττπ ÁÒÅÁ ÃÏÄÅȟ but (b) Ohio does.  

BODY NOTES 
 

Alex,  

 

I just got an application from the local Wells Fargo, and wil l be filling 

it out today.  

 

I have a question for you: What country code should I use for the 

contract and application when I fax them to you, at the 440 - 325- 5516 

number?  

 

Thanks,  

 

Mort  

 
1. I  actually downloaded the application. I did however get the Nome brÁÎÃÈȭÓ 

hours, so I could accurately state my case for visits, and the like.  
2. I already know what country code should be used (none), but I want to see 

how Alex is going to handle the question.  

BACK AT ME 

%ÉÔÈÅÒ ÔÈÉÓ ÇÕÙȭÓ Á ÃÏÏÌ ÐÌÁÙÅÒȟ ÁÎÄ ÂÒÁÚÅÎÉÎÇ ÔÈÉÎÇÓ ÏÕÔȟ ÏÒ ÈÅ ÊÕÓÔ ÄÏÅÓÎȭÔ ÃÁÒÅȢ Either way ÉÔȭÓ okayȟ ÂÅÃÁÕÓÅ )ȭÍ ÎÏÔ ÆÏÌÄÉÎÇ ÙÅÔȢ  

BODY NOTES 
 

Dear Mort,  

 

No country code is required, since it is a domestic US phone number.  

 

Please let me know whether you have a cellular phone you can be reached 

at  

 

Sincerely,  

 

Alex Smirnov  

 
1. Just call the number, already, will youȩ ) ÃÁÎ ÔÅÌÌ ×ÅȭÒÅ ÇÏÉÎÇ ÔÏ ÈÁÖÅ Á 

wonderful business relationship.  
2. 3ÐÅÁËÉÎÇ ÏÆ ÃÁÌÌÓȟ ÈÅÒÅ ×Å ÇÏ ×ÉÔÈ ÔÈÅ ÐÈÏÎÅ ÎÕÍÂÅÒȢ )ȭÍ ÐÕÓÈÉÎÇ ÂÁÃË Á ÌÉÔÔÌÅ 

harder on this subject with the next email I send.  
3. Yes, you are the very breath and essence of sincerity.  

STILL CHECKING THE LAY OF THE LAND 

A gentle reminder or two about (a) cognitive processes (yes, I have and exercise them), and (b) the phone thing. 



 

 

BODY NOTES 
 

Alex,  

 

> No country code is required, since it is a domestic US phone number.  

 

Oh. I thought Baikal was in Moscow. Do you have a U.S. office of some 

kind?  

 

> Please let me know whether you have a cellular phone you can be reached 

at  

 

Sorry to say, I don't have a cell phone. I'm think ing about getting one, 

though. Let me get the bank account taken of first, okay?  

 

Thanks,  

 

Mort  

 
1. The prospective employee is ÍÉÌÄÌÙ ÃÕÒÉÏÕÓ ÁÂÏÕÔ "ÁÉËÁÌȭÓ ÂÕÓÉÎÅÓÓ ÓÔÒÕÃÔÕÒÅȢ 
4ÈÉÓ ÉÓ Á ÇÒÅÁÔ ÏÐÐÏÒÔÕÎÉÔÙ ÆÏÒ Á ÒÅÁÌ ÅÍÐÌÏÙÅÒ ÔÏ ÄÉÓÃÕÓÓ ÈÏ× ÔÈÅ ÃÏÍÐÁÎÙȭÓ 
set ÕÐȟ ÅØÐÌÁÉÎÉÎÇ ÆÏÒ ÅØÁÍÐÌÅ ÔÈÁÔ ÔÈÅÒÅȭÓ ÁÎ ÏÆÆÉÃÅ ÉÎ /ÈÉÏ ÔÈÁÔ ÐÒÏÃÅÓÓÅÓ 
applications (this would make sense, since one of the emails stipulates that 
applications go through a vetting process), but Mr. Smirnov is going to let this 
chance pass him like a vapor on a breeze. Not a very compelling personality. 

2. As I consider the dialog about the phone, I see a very serious disconnect (no 
ÐÕÎ ÉÎÔÅÎÄÅÄɊȢ !Ô ÔÈÅ ÖÅÒÙ ÂÅÇÉÎÎÉÎÇȟ ) ÅØÐÌÁÉÎÅÄ ×ÈÙ ) ÄÉÄÎȭÔ ×ÁÎÔ ÔÏ ÕÓÅ ÔÈÅ 
ÐÈÏÎÅȢ ) ÎÅÖÅÒ ÓÁÉÄ ) ÄÉÄÎȭÔ ÈÁÖÅ ÏÎÅȟ ÊÕÓÔ ÔÈÁÔ ) ÄÉÄÎȭÔ ×ÁÎÔ ÔÏ ÕÓÅ ÉÔȢ %ÉÔÈÅÒ 
!ÌÅØ ÄÏÅÓÎȭÔ ÃÁÒÅȟ ÏÒ ÈÅȭÓ ÌÏÓÔ ÔÒÁÃË ÏÆ ÏÕÒ ÔÈÒÅÁÄ ÏÆ ÃÏÎÖÅÒÓÁÔÉÏÎȢ .ÏÔ Á ÖÅÒÙ 
good bookkeeper in that case, eh?  

BRAZEN AND ANNOYING 

Persistent, anxious to close the deal, and such a pain in the derriere about that phone! 

BODY NOTES 
 

Mort,  

 

We are located in Moscow. The fax number is a virtual fax which forwards 

the faxes to my email.  

 

Can you give me a phone call? 866 - 791- 9240 (this is also a US number)  

 

Sincerely,  

 

Alex Smirnov  

 
1. 6ÉÒÔÕÁÌ ÆÁØȩ 9ÅÓȢ %ØÐÌÁÎÁÔÉÏÎ ÏÆ ×ÈÙ )ȭm going to use a domestic number 

instead of the fax number listed on the Baikal Investment website? No. I 
ÓÕÐÐÏÓÅ ÔÈÅ ÒÅÁÓÏÎ )ȭÄ ÇÅÔ ÉÓ ÔÈÁÔ ÉÔȭÓ Á ÃÏÎÖÅÎÉÅÎÃÅ ÆÏÒ ÔÈÅ ÃÌÅÒËÓ ÁÎÄ 
ÁÓÓÏÃÉÁÔÅÓȟ ÂÕÔ )ȭÍ ÎÏÔ ÂÕÙÉÎÇ ÔÈÁÔȢ ) ÔÈÉÎË ÓÏÍÅÏÎÅȭÓ ÔÒÙÉÎÇ ÔÏ ÃÏÖÅÒ ÔÈÅÉÒ 
tracks.  

2. 4ÈÁÔ ÐÈÏÎÅ ÉÓÓÕÅ ÈÁÓ ÇÏÎÅ ÆÁÒ ÅÎÏÕÇÈȢ )ȭÍ ÇÏÉÎÇ ÔÏ ÂÅ Á ÌÉÔÔÌÅ ÍÏÒÅ ÂÌÕÎÔ ÉÎ ÍÙ 
next email than I have been heretofore.  

YA POKE A DOG, IT GROWLS 

Enough about  the phone, already! 

BODY NOTES 



 

 

 

Alex,  

 

Thanks for clearing that up. I don't understan d exactly how the virtual 

faxes and toll - free numbers work, but it's a great convenience.  

 

As I explained to you in my earlier emails, and even the most recent one, 

I am not prepared to make phone calls yet. The reason I asked about the 

country code for th e fax number is that I want to get the bank account 

set up first. Once that's taken care of, and I've faxed the stuff to you, 

then I'll take care of getting a cell phone.  

 

Thanks,  

 

Mort  

 
1. Alex, ÉÔȭÓ ÏÂÖÉÏÕÓ ×ÉÔÈ ÙÏÕÒ ÔÁÌË ÏÆ ÖÉÒÔÕÁÌ ÁÎÄ ÅÍÁÉÌÅÄ ÆÁØÅÓȟ ÔÈÁÔ ÙÏÕȭÒÅ ÓÏ 

much smarter than me. Because of that, )ȭÌÌ ÇÌÁÄÌÙ ÇÌÏÓÓ ÏÖÅÒ ÔÈÁÔ ×ÈÏÌÅ 
domestic vs. international fax number. Score a point for techno-ÊÁÂÂÅÒȢ #ȭÍÏÎȟ 
!ÌÅØȦ 4ÈÅ ÃÏÍÍÏÎ ÍÁÎȭÓ ÎÏÔ ÇÏÉÎÇ ÔÏ ÈÁÖÅ Á ÃÌÕÅ ÁÂÏÕÔ ÔÈÅ ÍÅÁÎÉÎÇ ÏÆ ȰÖÉÒÔÕÁÌ 
ÆÁØȱȟ ÂÕÔ ÈÅ ×ÉÌÌ ×ÁÎÔ ÔÏ ËÎÏ× ×ÈÁÔȭÓ ÇÏÉÎÇ ÏÎ ×ÉÔÈ ÈÉÓ ÍÏÎÅÙȢ  

2. Velvet glove removal warning. )ȭÍ ÏÕÔÌÉÎÉÎÇ ÆÏÒ !ÌÅØ ÅØÁÃÔÌÙ ×ÈÅÎ ÔÈÅ ÐÈÏÎÅ 
issue will be taken care of. Negotiation is a two-×ÁÙ ÓÔÒÅÅÔȟ ÁÎÄ )ȭÍ ÎÏÔ ÁÂÏÕÔ 
to let my scam-baiting slide just yet. 

3. One of the things mentioned in previous notes is how this part-time job 
opportunity is not free. Given the return on investment (ROI), it probably 
ÍÁËÅÓ ÓÅÎÓÅ ÔÏ ÂÕÙ Á ÃÅÌÌ ÐÈÏÎÅ ÁÎÄ ÓÅÒÖÉÃÅ ÉÆ ÙÏÕ ÄÏÎȭÔ ÁÌÒÅÁÄÙ ÈÁÖÅ ÉÔȟ ÂÕÔ 
these expenses are being incurred before the ÃÏÎÔÒÁÃÔȭÓ ÂÅÅÎ ÓÉÇÎÅÄȟ ÁÎÄ ÔÈÅ 
ÁÐÐÌÉÃÁÔÉÏÎ ÓÕÂÍÉÔÔÅÄȢ /Èȟ ÁÎÄ ÎÏÔÉÃÅ ÔÈÁÔ )ȭÍ ÄÉÓÃÕÓÓÉÎÇ ÔÈÅ ÐÏÓÉÔÉÏÎ ÁÓ ÉÆ ÉÔ 
were a valid one, which it is not.  

TALK ABOUT TERSE 

"ÏÙȟ !ÌÅØ ÊÕÓÔ ÇÅÔÓ ÒÉÇÈÔ ÉÎ ÔÈÅÒÅȟ ÁÎÄ ÔÅÌÌÓ ÍÅ ×ÈÏȭÓ ÂÏÓÓȢ  

BODY NOTES 
 

Mort,  

 

Ok 

 

Sin cerely,  

 

Alex Smirnov  

 
1. 3ÈÏÒÔÅÓÔ ÒÅÐÌÙ ÅÖÅÒȢ #ÁÎȭÔ ÁÒÇÕÅ ×ÉÔÈ Á 4ÅÆÌÏÎ-coated approach like this, can 
ÙÏÕȩ (ÅȭÓ ÊÕÓÔ ÎÁÔÕÒÁÌÌÙ ÆÌÏ×ÉÎÇ ÁÌÏÎÇȟ ÌÅÔÔÉÎÇ ÍÅ ÍÁËÅ ÔÈÅ ÄÅÃÉÓÉÏÎÓȢ )Æ ÙÏÕ 
ÔÈÉÎË ÁÂÏÕÔ ÉÔȟ )ȭÖÅ ÂÅÅÎ ÄÒÉÖÉÎÇ ÔÈÉÓ ÔÒÁÉÎ ÆÒÏÍ ÔÈÅ ÂÅÇÉÎÎÉÎÇȢ ) ÈÁÄ ÔÏ ÎÏÔ only 
take the initiative with starting this correspondence, but have also had to poke 
Alex to let him know how things are going. Yawn. So much work being a baiter.  

  

PLAYING FOR TIME 

)ȭÍ ÁÌÍÏÓÔ ÄÏÎÅ ×ÉÔÈ ÔÈÉÓ ÆÉÒÓÔ ÁÔÔÅÍÐÔ ÁÔ ÓÃÁÍ ÂÁÉÔÉÎÇȢ ) ×ÁÎÔ ÔÏ ÓÅe how long I can string Alex along, while I type up my summary for posterity. 

BODY NOTES 
 

Alex,  

 

 
 



 

 

Some good news, and some bad news.  

 

The good news is, I managed to get to the bank before it closed, and got 

my application approved. The bad news is that I h ave to wait 5 - 10 

business days before the checks arrive at my home address. I forgot all 

about that!  

 

I guess there's going to be a bit of a delay before I can fax the 

application to you. Sorry about that.  

 

Mort  

BUT ONE MORE THING 

3ÅÇÕÅȭÓ ÔÈÅ ÎÁÍÅȢ "ÕÒÎÉÎÇ ÔÉÍÅȭÓ ÔÈÅ ÇÁÍÅȢ 

BODY NOTES 
 

Alex,  

 

Something that slipped my mind when I sent out my earlier email: Since 

I'm no expert on contracts, I thought I'd go to a lawyer friend of mine 

who is, and have him give the contract a quick review. Nothing personal,  

you understand, I just wanted to be clear on a couple of the clauses in 

the contract.  

 

Thanks.  

 

Mort  

 
1. )ȭÍ ÓÏ ÆÏÒÇÅÔÆÕÌȟ ÙÏÕȭÌÌ ÂÅ ÁÂÌÅ ÔÏ ÓÌÉÐ ÔÈÉÎÇÓ ÒÉÇÈÔ ÂÙ ÍÅȢ 7ÅÌÌȟ ÍÁÙÂÅ )ȭÍ 

smarter than all that. .Ï× )ȭÖÅ ÉÎÖÏËÅÄ Á ɉÎÏÎÅØÉÓÔÅÎÔɊ ÌÁ×ÙÅÒ ÆÒÉÅÎÄ ×ÈÏȭÓ 
ÇÏÉÎÇ ÔÏ ÈÅÌÐ ÍÅ ÄÅÃÉÄÅ ÉÆ ÔÈÅ ÃÏÎÔÒÁÃÔȭÓ ÁÎÙ ÇÏÏÄȢ 3ÅÎÄÉÎÇ ÔÈÉÓ ÅÍÁÉÌȟ ) ÆÕÌÌÙ 
expect to get a nasty email about violating the terms of the disclaimer, or some 
ÓÕÃÈȟ ÂÁÃË ÆÒÏÍ !ÌÅØȢ  .ÏÔÉÃÅ ÔÈÁÔ )ȭÍ ÓÔÉÌÌ ÇÏÉÎÇ ÆÏÒ ÎÉÃÅ ÇÕÙ ÈÅÒÅȢ Ȱ.ÏÔÈÉÎÇ 
ÐÅÒÓÏÎÁÌȢȱ !ÌÓÏȟ by saying I only have questions about a couple of clauses, )ȭÍ 
ÇÉÖÉÎÇ ÔÈÅ ÉÍÐÒÅÓÓÉÏÎ ÔÈÁÔ )ȭÖÅ already bought into most of the contract.  

WOW, MR. UNFLAPPABLE STRIKES AGAIN 

4ÈÉÓ ÇÕÙ ÄÏÅÓÎȭÔ ÅÖÅÎ ÂÁÔ ÁÎ ÅÙÅÌÁÓÈ ÏÖÅÒ ÔÈÅ ÌÁ×ÙÅÒȢ )Ó ÈÅ ÂÅÉÎÇ ÃÏÁÃÈÅÄȩ !ÐÁÔÈÅtic? Cautious? Drugged?  

BODY NOTES 
 

Mort,  

 

Please let me know once your lawyer reviews the contract. Additionally, 

you don't have to wait for the checks to arrive. You can use the 

temporary checks you should have received when your opened the account. 

Or any other paper from the bank which will have your name and account 

number on it  

 

 
1. Temporary checks are okay, as is anything that can be produced to verify that I 
ɉÁɊ ÈÁÖÅ ÔÈÅ ÁÃÃÏÕÎÔȟ ÁÎÄ ɉÂɊ ÈÁÖÅ ÁÕÔÈÏÒÉÚÅÄ "ÁÉËÁÌȭÓ ÁÃÃÅÓÓ ÔÏ ÉÔ. )ÔȭÄ ÂÅ 
interesting to know how many transactions money launderers expect to run 
through an account, before the bank sees a red flag, and tips the authorities.  



 

 

Sincerely,  

 

Alex Smirnov  

OH, GREAT WIZARD! GRANT ME AN EXTENSION! 

) ×ÁÎÔ ÔÏ ÐÌÁÙ ÓÏÍÅ ÍÏÒÅȟ ÓÏ )ȭÍ ÇÏÉÎÇ ÔÏ ÃÏÍÅ ÕÐ ×ith some obvious issues around the contract and the business itself. Little nits, you understand. My 
dear friend Lawyer Lightwood is standing by to assist.  

BODY NOTES 
 

Alex,  

 

I just got back from a late morning meeting with my attorney. He advised 

me to exercise great caution with this opportunity, since there are so 

many questionable internet activities these days.  

 

Three items that he said would go a long way towards proving Baikal 

Investment's legitimacy would be:  

 

1. Since the Baikal Investments websi te does not in fact have online 

copies of the licenses listed on the "Legal Info" page, that photocopies 

of those certificates be emailed to my attention. The license numbers in 

question are: 177 - 08018 - 100008, 177 - 08018 - 100010, 177 - 08018 - 100014.  

 

2. He was  none too happy about Mr. Fadeev's signature on the contract. 

Neither of us could make out if the signature was actually that of a Petr 

Fadeev. Does Mr. Fadeev have a photo ID, with signature, that we can use 

for verification purposes? A copy of that can a lso sent to me via email.  

 

3. A final thought on his part was that some ID from you would be useful. 

Can you supply something that establishes your identity?  

 

He's still reviewing the contract, but did say that if the above items 

were addressed in a timely  and reasonable fashion, there probably wasn't 

any good reason not to continue with the application.  

 

Thanks.  

 

Mort  

 
 

LO, THE END COMETH SOON 

With no response of any kind from Alex ɀ or anybody else from Baikal ɀ for the last few days, it looks like ÔÈÅÙȭve lost interest. I send out another tickler, 
with some lamentations about money and time. Aw, is the poor scam-ÂÁÉÔÅÒ ÏÕÔ ÓÏÍÅ ÃÁÓÈȩ .Ïȟ ÁÎÄ )ȭÄ ÄÏ ÔÈÉÓ ÁÇÁÉÎ ÆÏÒ ÔÈÅ ÓÁÍÅ ÐÒÉÃÅȢ  



 

 

 BODY NOTES 
 

Alex,  

 

Any news? I've been waiting since Friday for some sort  of reply. I hope 

you weren't playing me for a fool with this job opportunity: between the 

new bank account and the lawyer's fee, I've invested almost $200, plus 

the time spent emailing you. Are you always this difficult to get a hold 

of via email?  

 

Thanks .  

 

Mort  

 
1. If I had really shelled out the money to open an account, and consulted with an 

attorney, I would probably be out by at least this amount. So much for the Ȱno 
cost to you the employeeȱ promise. Money laundering might have netted me a 
commission or twoȟ ÂÕÔ )ȭÍ ÉÎÃÌÉÎÅÄ ÔÏ ÔÈÉÎË ÔÈÁÔ ÍÙ ÁÃÃÏÕÎÔ ×ÏÕÌÄ ÇÅÔ 
cleaned out whether this was a money-laundering scam, or just a standard 
phishing attempt.  

 

APPENDIX: OF NET AND WEB 

Given the information obtained in the above emailsȟ ) ÔÈÏÕÇÈÔ )ȭÄ ÌÅÁÒÎ Á ÌÉÔÔÌÅ ÍÏÒÅ ÁÂÏÕÔ ÍÙ ÐÏÔÅÎÔÉÁÌ ÅÍÐÌÏÙÅÒȢ ,ÅÔ ÍÅ ÓÈÁÒÅ ÓÏÍÅÔÈÉÎÇ ÏÆ ÔÈÁÔ Öirtual 
journey with you.  

1. 4ÈÅÒÅȭÓ ÎÏÔ Á ÌÉÃË ÏÆ 2ÕÓÓÉÁÎ ÁÎÙ×ÈÅÒÅ ÏÎ ÔÈÅ www.baikalinvest.com website. There are no links to a Russian version of the site, either. Clearly, 
this site was set up for the sole purpose of disarming those curious enough to do some checking on the company.  

2. One of the emails says, ȰÐÌÅÁÓÅ ÒÅÆÅÒ ÔÏ ÏÕÒ ×ÅÂÓÉÔÅ ÆÏÒ ÔÈÅ ÃÅÒÔÉÆÉÅÄ ÃÏÐÉÅÓ ÏÆ ÏÕÒ ÐÒÏÆÅÓÓÉÏÎÁÌ ÌÉÃÅÎÓÅÓȱ. The copies are not available, only the 
supposed license numbers. Searching tÈÅ ȰFederal Financial Markets Serviceȱ ×ÅÂÓÉÔÅ ÙÉÅÌÄÓ ÎÏ ÒÅÆÅÒÅÎÃÅ ÔÏ ÔÈÅ ÌÉÓÔÅÄ ÌÉÃÅÎÓÅ ÎÕÍÂÅÒÓȢ I address 
ÔÈÉÓ ÉÓÓÕÅ ×ÉÔÈ "ÁÉËÁÌ ÉÎ ÍÙ ȰOh, Great Wizard! Grant Me an Extension!ȱ ÅÍÁÉÌȢ  

3. /Î ÔÈÅ Ȱ3ÅÒÖÉÃÅÓȱ ÐÁÇÅȟ ÕÎÄÅÒ Ȱ!ÓÓÅÔ -ÁÎÁÇÅÍÅÎÔȱȟ ÔÈÅÒÅȭÓ Á ÂÕÌÌÅÔÅÄ ÉÔÅÍ ÃÁÌÌÅÄȟ Ȱ7ÈÙ 22( &ÉÎÎÁÃÉÁÌȱȢ )Î ÁÄÄÉÔÉÏÎ ÔÏ ÂÅÉÎÇ ÓÐÅÌÌÅÄ ×ÒÏÎÇȟ ÔÈÉÓ 
ÇÉÖÅÓ ÙÅÔ ÁÎÏÔÈÅÒ ÎÁÍÅ ÆÏÒ ÔÈÅ ÃÏÍÐÁÎÙȢ 3Ï ÆÁÒ )ȭÖÅ ÇÏÔÔÅÎȡ 

a. Baikal Investment (email and website).  
b. Baikal Trust & Fund (email). 
c. RRH Financial. (website)  

It gets better. There is a www.rrhfinancial.com website. It has the same IP address as www.baikalinvest.com. Different window dressing, but in all 
ÏÔÈÅÒ ÒÅÓÐÅÃÔÓȟ ÉÔȭÓ ÔÈÅ same scam.  

4. 'ÏÏÇÌÉÎÇ ÆÏÒ ÔÈÅ ÌÉÃÅÎÓÅ ÎÕÍÂÅÒÓ ÌÉÓÔÅÄ ÏÎ ÔÈÅ Ȱ,ÅÇÁÌ ÉÎÆÏȱ ÐÁÇÅ ÙÉÅÌÄÓ ÌÉÎËÓ ÔÏ ÔÈÅÓÅ ÃÏÍÐÁÎÉÅÓȡ 
a. 177-08018-100008 ɀ GaloTrust.  
b. 177-08018-100010 ɀ GaloTrust/RRH Financial. 
c. 177-08018-100014 ɀ GaloTrust/RRH Financial. 

http://www.baikalinvest.com/
http://www.rrhfinancial.com/
http://www.baikalinvest.com/


 

 

"ÁÉËÁÌ )ÎÖÅÓÔÍÅÎÔ ÉÓÎȭÔ ÉÎ the Google cache for any of the above license numbers, so clearly its content has not been around long. Adding to the fun 
with IP addresses, guess the IP address for www.GaloTrust.com. You get a gold star if you saidȟ ȰSame address as Baikal Investment and RRH 
Financial.ȱ 

5. 4ÈÅ 'ÁÌÏ4ÒÕÓÔ Ȱ,ÅÇÁÌ )ÎÆÏȱ ÐÁÇÅ Ó×ÉÔÃÈÅÓ ÆÒÏÍ 'ÁÌÏ4ÒÕÓÔ ɉÆÉÒÓÔ ÂÕÌÌÅÔɊ ÔÏ %ÌÂÒÕÓ ɉÓÅÃÏÎÄ ÁÎÄ ÔÈÉÒÄ ÂÕÌÌÅÔÓɊȢ 4ÈÁÔ ÇÏÅÓ Á ÌÏÎÇ way towards 
explaining why ÔÈÅÒÅȭÓ Á ÐÁÇÅ ÎÁÍÅÄ Ȱwhyelbrus.htmlȱ ÏÎ ÔÈÅ www.baikalinvest.com website. Dig a little bit, and turn up a www.elbrusfund.com 
website. Guess what the IP address is? Got that right. Same as the rest. After looking at the ÖÁÒÉÏÕÓ ÔÙÐÏÓ ÁÎÄ ÃÕÔ ȬÎ ÐÁÓÔÅ ÅÒÒÏÒÓȟ I figure the 
chronology for the sites associated with variants of this scam as: 

a. Elbrus Trust & Fund (www.elbrusfund.com). 
b. GaloTrust Co (www.galotrust.com). 
c. RRH Financial (www.rrhfinancial.com). 
d. Baikal Investment (www.baikalinvest.com).  

6. 9ÏÕȭÌÌ ÌÏÖÅ ÔÈÉÓ ÏÎÅȢ 4ÈÅ ÇÉÖÅÎ ÁÄÄÒÅÓÓ ÆÏÒ Baikal Investment isȱ Leningradskiy prospekt 17ȱ, Moscow, Russia. 'ÏÏÇÌÉÎÇ ÆÏÒ ÔÈÁÔ ÁÄÄÒÅÓÓ ÉÎ ÄÏÅÓÎȭÔ 
yield anything, but when the number is placed at the start of the address (i.e. Ȱρχ ,ÅÎÉÎÇÒÁÄÓËÉÙ ÐÒÏÓÐÅÃÔȱ), these links are found: 

a. http://prola.aps.org/abstract/PRA/v48/i1/p465_1 
b. http://www.osti.gov/energycitations/product.biblio.jsp?osti_id=6381975 

These both links to abstracts of a journal article published by the International Institute of Physics. Odd place for a financials consulting firm to be 
headquartered, no?  

7. I did some research on the creation dates of the various domains, and discovered that the actual order of registration is: 
a. www.galotrust.com 

Domain Registration Date:  18 Oct 2007 
Domain Last Updated Date:  18 Oct 2007 
Domain Expiration Date:  18 Oct 2008 

b. www.rrhfinancial.com 
Domain Registration Date: 10 Dec 2007 
Domain Last Updated Date: 10 Dec 2007 
Domain Expiration Date: 10 Dec 2008 

c. www.elbrusfund.com 
Domain Registration Date:  21 Jan 2008 
Domain Last Updated Date:  21 Jan 2008 
Domain Expiration Date:  21 Jan 2009 

d. www.baikalinvest.com 
Domain Registration Date:  26 Feb 2008 
Domain Last Updated Date:  26 Feb 2008 
Domain Expiration Date:  26 Feb 2009 

e. www.baikalinvest.biz 
Domain Registration Date 28 Feb 2008 
Domain Last Updated Date: 28 Feb 2008  

http://www.galotrust.com/
http://www.baikalinvest.com/
http://www.elbrusfund.com/
http://www.elbrusfund.com/
http://www.galotrust.com/
http://www.rrhfinancial.com/
http://www.baikalinvest.com/
http://prola.aps.org/abstract/PRA/v48/i1/p465_1
http://www.osti.gov/energycitations/product.biblio.jsp?osti_id=6381975
http://www.galotrust.com/
http://www.rrhfinancial.com/
http://www.elbrusfund.com/
http://www.baikalinvest.com/
http://www.baikalinvest.biz/


 

 

Domain Expiration Date: 27 Feb 2009 
I was wrong about the positioning of Elbrus Trust & Fund. Guess that means someone started updating the GaloTrust pages, and then stopped. It 
could be the editor(s) forgot which pages they were working on. One other point worth noting is that the purported date of execution of the 
ÌÉÃÅÎÓÅÓ ÄÉÓÃÕÓÓÅÄ ÉÎ ɉτɊ ÁÂÏÖÅ ÉÓ πυ /ÃÔ ςππτȟ ×ÅÌÌ ÂÅÆÏÒÅ ÔÈÅ ÅÁÒÌÉÅÓÔ ÏÆ ÔÈÅÓÅ ÓÉÔÅÓ ×ÁÓ ÃÒÅÁÔÅÄȢ ) ×ÏÎÄÅÒ ÉÆ ÔÈÅ ÓÃÁÍȭs been running longer.  

8. 3ÏÍÅ ÒÅÓÅÁÒÃÈ ÏÎ 'ÏÏÇÌÅ ÌÅÄ ÔÏ ÔÈÅÓÅ Ô×Ï ÌÉÎËÓ ÁÂÏÕÔ Ȱ"ÁÉËÁÌ &ÉÎÁÎÃÅȱȡ 
a. http://www.scamfraudalert.com/f19/baikal-finance-ltd-www-baikal-finance-com-1121 
b. http://www.phishing-fraud.com/investment-fraud-scam-letters.html 

Posting (a) was made Feb 2005, proving that the scam has been running longer than just late last year. The body of the email in (b) is virtually the 
same as the one I received, differing mostly in company name, and geographic location (Riga, Latvia). Boy, is this crew mobile!  

9. ! ÓÈÅÌÌ ÃÏÍÐÁÎÙ Ȱ"ÁÉËÁÌ &ÉÎÁÎÃÅ 'ÒÏÕÐȱ ÄÉÄ ÅØÉÓÔ ÆÏÒ Á ÖÅÒÙ ÓÈÏÒÔ ×ÈÉÌÅ ÉÎ 2004. Two good articles its history and activity are found at: 
a. http://intellibriefs.blogspot.com/2004/12/mystery-shell-company-baikal-finance.html 
b. http://baikal-finance-group-news.newslib.com/story/2997-2417569/  

)ÔȭÓ ÐÒÅÔÔÙ ÃÌÅÁÒ ÔÈÅÒÅÆÏÒÅ ÔÈÁÔ ÎÏ ÒÅÌÁÔÉÏÎÓÈÉÐ ÅØÉÓÔÓ ÂÅÔ×ÅÅÎ ÔÈÅ ÏÒÉÇÉÎÁÌ Ȱ"ÁÉËÁÌ &ÉÎÁÎÃÅ 'ÒÏÕÐȱ ÁÎÄ Ȱ"ÁÉËÁÌ )ÎÖÅÓÔÍÅÎÔȱȢ 4ÈÅ ÌÁÔÔÅÒ ÉÓ ÅÉÔÈÅÒ 
ÄÅÌÉÂÅÒÁÔÅÌÙ ÔÒÙÉÎÇ ÔÏ ÌÉÎË ÂÅÔ×ÅÅÎ ÉÔÓ ÆÒÁÕÄÕÌÅÎÔ ÓÅÌÆ ÁÎÄ ÔÈÅ ÔÅÍÐÏÒÁÒÉÌÙ ÖÅÒÙ ×ÅÁÌÔÈÙ "ÁÉËÁÌ &ÉÎÁÎÃÅ 'ÒÏÕÐȟ ÏÒȟ ÉÔȭÓ Á ÍÅÒe coincidence that the 
two names are so similar.  
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